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FOREWORD 
The Observatory for Payment Card Security (Observatoire de la sécurité des cartes de 
paiement – hereinafter the Observatory), referred to in section I of Article L. 141-4 of the French 
Monetary and Financial Code, was created by virtue of the Everyday Security Act 2001-1062 of 
15 November 2001. The Observatory is meant to promote information-sharing and consultation 
between all parties concerned by the smooth operation and security of card payment schemes 
(consumers, merchants, issuers and public authorities)1. 

Pursuant to the sixth indent of the article, the present document reports on the activities of the 
Observatory. It is addressed to the Minister of the Economy, Finance and Industry and 
transmitted to Parliament. This year's report consists of: 

– a study on the costs of migrating to EMV standards (Part 1); 

– the 2010 fraud statistics (Part 2); 

– a stocktaking of measures to protect online card payments (Part 3); 

– a summary of the Observatory's technology watch activities (Part 4), covering two areas: 
the security of prepaid cards and recent advances in European standardisation; 

– a study on security issues linked to developments in French and European card payment 
schemes (Part 5); 

– in the annexes to the report, and following the transposition of the European Payment 
Services Directive in November 2009, a review of the new rules on protecting holders in the 
event of unauthorised use of payment cards. 

 

                                                 
1  For the purposes of its work, the Observatory makes a distinction between “four-party” and “three-party” card payment 

schemes. Four-party cards are issued and acquired by a large number of payment service providers. Three-party cards 
are issued and acquired by a small number of payment service providers. 
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SUMMARY 
The 2010 Annual Report of the Observatory for Payment Card Security contains five sections, 
summarised as follows. 

Part 1: Study on the costs of migrating to EMV standards 

This year, the Observatory is adding a section on security costs to its annual report. Its first 
study in this area examines the costs of migrating to EMV standards. Participants put 
migration-related costs between 2001 and 2008 at EUR 394 million for banks and 
EUR 340 million for merchants. In addition to these investment costs, average recurring annual 
expenses, which vary from institution to institution, are estimated at EUR 41 million for banks 
and EUR 12 million for merchants. The migration process, which is complete in France, is 
continuing internationally, and the Observatory regularly monitors progress at European level. 
The many measures introduced to enhance security have, overall, paved the way for a 
significant reduction in fraud rates. EMV standards will continue to be upgraded to reflect new 
threats and to accommodate new payment processes (such as contactless payments), as well 
as new approaches to consumption (such as multi-application cards). 

Part 2: 2010 fraud statistics 

The overall fraud rate for 2010 was 0.074%, which corresponds to fraud of EUR 368.9 million, 
compared with 0.072% (EUR 342.4 million) in 2009. The overall result reflects the following 
contrasting trends: 

– fraud in domestic payments at points of sale and unattended payment terminals continued 
to decline, reaching the very low rate of 0.012% (EUR 36.2 million); 

– conversely, fraud in card-not-present payments (i.e. made online, over the phone, by post) 
rose further:  

 the fraud rate for card-not-present domestic payments went from 0.263% 
(EUR 82.2 million) in 2009 to 0.262% (EUR 101.1 million), amid sustained growth in this 
category of payments (23.8% in 2010). Accordingly, while card-not-present payments 
make up just 8.6% of domestic transactions by value, they account for 62% of the fraud; 

 the fraud rate for card-not-present payments made to foreign merchants using French 
cards fell slightly, but nonetheless remained high at 1.018% (EUR 54.0 million). 

Also, and for the first time, the Observatory can now calculate separate fraud rates for 
international transactions within Europe (Single European Payments Area - SEPA) and for 
transactions carried out outside Europe, i.e. outside SEPA. Fraud rates outside Europe are 
almost double the rates in Europe for cards issued in France, and fraud affecting foreign cards 
issued outside Europe is virtually quadruple that of cards issued in Europe. These statistics 
demonstrate the beneficial effects of the efforts carried out within Europe in recent years to 
combat fraud, notably through the widespread use of EMV-compliant chip cards at points of sale 
and ATMs.  
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Part 3: Stocktaking of measures to protect online card payments  

Banks have now completed the process of providing their cardholders with security solutions, in 
keeping with Banque de France recommendations. The Observatory welcomes the steps taken 
by several major e-merchants, such as Air France, Orange Boutique and Voyages-SNCF, to 
implement one-time authentication solutions for card payments. It considers the creation of the 
ECB-led European Forum on the Security of Retail Payments as an important development, 
which should enhance the security of online card payments within Europe. A study conducted 
by the Observatory found that online shoppers have a broadly positive experience with security 
solutions, with 96% of people saying that one-time authentication solutions make online card 
payments safer. However, user support is still needed to ensure that all consumers are fully 
comfortable with the new solutions. 

Part 4: Technology watch, focussing on the security of prepaid cards and European 
standardisation in the area of payment cards 

The Observatory conducted a study of the market for reloadable prepaid cards whose value is 
stored on issuer-operated servers. Although the use of such cards in France remains marginal, 
their distribution is growing rapidly and may further increase with implementation at European 
level of the new status of electronic money institutions introduced by Directive 2009/110/EC. 
Because these cards can be acquired and used anonymously, they are exposed to 
counterfeiting and must therefore be accompanied by adequate security measures (particularly 
a chip). For cards that can be used for person-to-person fund transfers, appropriate monitoring 
arrangements need to be put in place. 

This year, the Observatory also prepared an overview of standardisation in the area of payment 
cards in Europe, noting major advances in terms of the drive in recent years to harmonise 
technical aspects. 

Part 5: Security issues in France and Europe  

Fighting skimming and protecting card-not-present transactions are key issues, given their 
impact in terms of fraud. At a time when several initiatives aimed at creating new European card 
payment schemes have been announced, it is important to be sure that these issues are 
properly addressed by all participants, and that adequate measures are adopted in a 
coordinated manner.  
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1 │ THE COSTS OF MIGRATING TO 
EMV STANDARDS  

As part of its task of monitoring the security policies implemented by issuers, acquirers and 
merchants, the Observatory decided to include a section in its 2010 report on the process of 
migrating to Europay MasterCard Visa (EMV) standards. This process began in 2002 in France 
and has been covered by a special monitoring report each year since then (see p. 63 of this 
report).  

The purpose of this section is to review the individual and collective measures taken by 
participants to migrate cards and devices to the EMV format, and to measure the impact of this 
migration from an organisational, technical and financial perspective. 

The Observatory conducted its study on the basis of information gathered from representatives 
of issuing institutions, merchants and card payment schemes involved in the migration to EMV 
standards2. 

1│1  Migration to EMV standards  

Reasons for migrating to EMV standards  

The B0'-format chip was introduced for all cards in France in 1992. This made it possible to 
eliminate one type of fraud based on reading, copying and then reproducing the data contained 
on the card's stripe. 

But these first-generation smart cards were potentially vulnerable to attacks that sought to 
compromise the cryptographic keys protecting card/terminal exchanges. Also, a new kind of 
fraud appeared towards the end of the decade, which consisted in making fake cards, known as 
"yescards", that could be used to make offline transactions with any PIN. 

The French banking community responded by gradually migrating all payment cards and 
terminals to EMV format3, starting in 2001. Initially, the migration process was intended to run 
until 2003. In fact, most equipment were not compatible with the new specifications until 2004, 
and migration rates of close to 100% were not seen until 2008. 

The migration to EMV standards took place in two stages: in stage one (2002-2005), cards and 
acceptance devices migrated to EMV Static Data Authentication (SDA) format, which 
strengthened the cryptographic processes compared with the B0’ format; in stage two 
(2005-2008), the EMV Dynamic Data Authentication (DDA) format was gradually introduced. All 
active cards in France now have this functionality, which enables dynamic authentication of 
cards in offline mode. In theory, therefore, it is no longer possible to make "yescards", since 
cards have their own cryptographic systems to encrypt their identification data. 

                                                 
2  BNP Paribas, BPCE, Crédit Agricole SA, Crédit Mutuel-CIC, Société Générale, La Banque Postale, LCL, GIE Cartes 

Bancaires, MasterCard, American Express and Mercatel. 
3  The EMV standards are described in an annex to this section. 
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Procedures for migrating to EMV standards 

The three categories of participant involved in the migration to EMV – namely card payment 
schemes, banks, in their capacity as issuers or acquirers, and merchants – were required to 
implement various organisational and technical processes.  

Organisational aspects 

According to participants questioned on the matter, the processes used to migrate to EMV 
standards were mostly handled internally, with dedicated teams being set up for each stage in 
the processing chain. 

Card payment schemes and banks initially set up project teams to handle migration. These 
teams were created before the actual technical implementation period (see below) and took part 
in the different stages of the project life cycle (tests, pilots, deployment). They usually remained 
in place after the effective migration date to provide technical support and help internal teams to 
make the change: 

– technical staff had to integrate the specific features of EMV standards, particularly in terms 
of cryptographic protection and authorisation management on issuer servers. Those 
interviewed also mentioned incident management as a key element, from an HR and 
financial perspective, during deployment; 

– back office staff in charge of processing card transactions also had to be trained. 

To maintain high levels of trust, respondent banks also established communication plans 
targeting cardholders and merchants to explain the reasons for the accelerated replacement of 
payment terminals, ATMs and cards. 

Merchants, meanwhile, and particularly major groups with their own electronic payment 
systems, also structured their organisational approach by setting up project teams capable of a 
thorough examination of the consequences of migrating to EMV standards on their payment 
chain at points of sale.  

Technical aspects  

Aside from the internal organisational aspects, the migration to EMV standards necessitated, 
considerable investment between 2002 and 2004 to upgrade hardware and software (acquirers) 
and cards (issuers). 

The characteristics of payment terminals and ATMs were extensively modified to integrate the 
communication processes specific to EMV cards. In order to test these devices and conduct 
compliance assessments, card payment schemes therefore began by upgrading their hardware 
and software.  

Banks, which usually own the equipment provided to merchants and which are therefore in 
charge of upgrades, then in turn modernised their hardware. The migration to EMV thus led to 
an accelerated nationwide replacement of payment terminals and ATMs. 
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Merchants with their own hardware followed suit, replacing terminals and payment 
concentrators4 and upgrading the central servers linked to the servers of acquiring banks.  

On the issuance side, respondent banks said that card-related investment was not just for 
replacement, but also included additional costs linked directly to technological advances. 
Specifically, changes to EMV-compliant chips and upgrades to the software used in the 
personalisation process naturally caused scheduled expenses earmarked for the normal card 
life cycle to be brought forward and increased. New hardware also had to be deployed internally 
or by service providers handling personalisation, such as HSMs5, because of the new 
cryptographic functionalities built into cards. 

Banks also had to modify their systems to integrate the data specific to the EMV format. This 
affected authorisation and acquisition servers, which are linked to interbank exchange systems, 
as well as the internal systems used to track and analyse transactions. 

1│2  Financial aspects  

Initial investment 

Participants interviewed on this matter stressed the large costs previously incurred to migrate 
systems and equipment to the B0' format, which required chips to be used on payment cards. 
The migration to EMV standards was thus less dramatic in France than in countries that had to 
cope with adopting chips as well as the new specifications in the same migration process. 
Furthermore, the migration formed part of a broader process of upgrading information systems 
to address issues linked to the Y2K and euro changeovers, which virtually all technical teams 
worked on.  

The data provided by participants contacted as part of the study may thus include investments 
and recurring expenses that cover a broader spectrum of issues rather than just the migration to 
EMV standards.  

Even so, the following trends were found: 

– total investments reported by respondent banks, which manage 97% of the hardware 
deployed in France, amounted to EUR 383 million. Extrapolating to cover the remaining 
stock of equipment,  total nationwide investments may be estimated at EUR 394 million;  

– merchants estimated their total investment costs, which included spending by major 
merchants as mentioned above (payment concentrators, integrated terminals, automated 
fuel pumps), at EUR 340 million, close to what banks spent. 

Since only one card payment scheme provided quantitative data for the study, it is impossible to 
estimate the overall amount for this category. However, card payment schemes may be 
assumed to have spent a much smaller amount compared with the investments by merchants 
and banks. 

                                                 
4  See 2007 Report, ch. 1, p. 9. 
5  Hardware security modules are cryptographic devices that are used to protect critical secrets (encryption and 

authentication keys) and to perform certain processes linked to generating and managing secrets.  
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Post-migration recurring costs  

Beyond the expenses incurred during the migration phase, compliance with EMV standards also 
generated recurring costs.  

Internal reorganisation measures, as mentioned above, had a longer-term impact, as steps 
were taken to increase the size of teams, build the necessary skills, and establish special R&D 
teams. These expenditures, like those related to the creation of communication plans and 
specific audit and inspection programmes, resulted in an increase in the amounts allocated on a 
long-term basis to pre-existing expenditure items. 

Expenditures earmarked for upgrading hardware over the course of its lifecycle also 
automatically increased because of technological developments. For example, the cost of 
producing and personalising cards increased by an estimated 1.5% a year from 2007. Electronic 
components accounted for a sizeable portion of these costs6. In addition, new types of 
expenditure also emerged, such as those related to renewing the cryptographic keys managed 
by HSMs (see above). 

According to the findings of the study, recurring costs may be estimated at between 9% and 
13% of investment expenditures7, giving an annual average of EUR 41 million nationally. 
Merchants’ representatives said that their annual costs were in the region of EUR 12 million.  

1│3  Expected and actual effects of migration 

Impact on fraud: objective achieved 

EMV standards were implemented in France to provide a response to growing fraud in 
connection with counterfeit cards, by strengthening cryptographic security until 2005, and 
thereafter by integrating crypto processors in the cards themselves.  
  

                                                 
6  Source: AFPC, 03/2011. Electronic components accounted for one-fifth of the increase. 
7  After eliminating outliers. 
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The following table shows the amount of fraud due to counterfeiting and the loss/theft of cards 
between 2003 and 2010, as well as the percentage of total fraud attributable to these sources of 
fraud. 
 

 
Source: Observatory for Payment Card Security 

Table 1 – Fraud due to counterfeiting and loss/theft  

The amount of fraud has been falling steadily since 2004. The bulk of the decline is due to 
counterfeiting fraud, as shown below: 

 

 
Source: Observatory for Payment Card Security 

Table 2 – Counterfeiting fraud 
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The amount of fraud has fallen by EUR 20 million on an annual basis. However, this is an 
underestimate assuming that the uptrend between 2003 and 2005 would probably have 
continued if EMV standards had not been introduced. It is hard to estimate by how much the 
amount might have increased.  

These data corroborate the trends reported by participants, who said they had seen a sharp 
decline in the rate of counterfeiting fraud starting in 2006. The migration to EMV standards has 
thus made it possible to fight effectively against the type of fraud described in 1│1 ("yescards"), 
which has been eradicated in France. EMV standards also make it possible to optimise 
issuers’risk management processes, by allowing certain checks to be moved to the point of 
sale. 

EMV specifications do however need to be adopted internationally to be totally effective. Banks 
report that counterfeiting fraud has shifted to foreign transactions, with the result that residual 
levels of this type of fraud persist. For several years, the Observatory has been monitoring 
progress in migration within Europe. The process is advancing steadily in each country, 
although domestic migration rates for cards and terminals vary widely.  

In addition, the Eurosystem has recommended that from 2012, chip cards issued in Europe 
should no longer have stripes, reflecting the progress in international migration and giving 
additional impetus to complete the migration process as soon as possible. The European 
Payments Council8 has adopted a similar approach. 

At a broader level, improved security for face-to-face transactions through EMV standards has 
gradually caused fraud to shift to card-not-present (CNP) payments, which now account for the 
majority of overall fraud, and which have been the subject of security recommendations from the 
Observatory for several years. 

Other actual or expected benefits  

Aside from the direct impact of applying EMV standards on the fraud rate in face-to-face 
transactions, as described above, the new standards have also delivered other, unquantifiable 
benefits to participants. 

Merchants have benefited from the liability shift, whereby the issuing bank is liable in the event 
of fraud. This is directly related to the fact that the cardholder evidences consent by entering 
his/her PIN in a face-to-face transaction. 

Application of the specifications has also made it possible to standardise processes, thus paving 
the way for significant scale economies. France's card "ecosystem" had already benefited from 
standardisation through nationwide application of the B0' format, but with the EMV standards, 
the gains have been consolidated and extended to the international level for participants that 
operate on numerous markets. 
  

                                                 
8  The European Payments Council (EPC) represents Europe's banking industry and is in charge of developing the SEPA 

project.  
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Confidence in this payment instrument has also increased, thanks to the introduction of the 
standards and communication initiatives by participants (see above).  

Finally, card payment schemes conducted initiatives with representatives of certain sectors, 
such as supermarkets, oil firms, and so on, to encourage them to switch quickly to EMV 
standards and thus raise security levels on the acceptance side. These initiatives targeted 
various areas, such as the acquisition of payment terminals, for example. 

Planned developments linked to EMV standards 

Participants reported two main types of development linked to the application of EMV standards 
in the coming years: 

– the standards themselves will continue to evolve in order to take into account emerging 
technologies in payment cards and improve transaction security. 

For example, EMV standards now include a set of specifications for contactless 
transactions9, which provide for EMV standards to be adjusted to this type of transaction in 
face-to-face purchases. 

In terms of security, the next phase will be the migration to Combined Data Authentication 
(CDA) format, which makes it possible to ensure that the card taking part in the 
authorisation process is indeed the one that was authenticated when the transaction was 
initiated. Implementation of EMV CDA standards will lead to an upgrade of payment cards 
and terminals, most of which are currently incompatible with that format; 

– application of the standards will make it possible to have several applications on the same 
chip with a high level of security guaranteed for each of them (and primarily for payment 
applications). While little or no use is made of this functionality at present, in the future it will 
allow the development of loyalty or other programmes managed using applications 
integrated in payment cards, reducing the risks of loss linked to holding many cards and 
facilitating commercial dealings between the issuer, the partner (merchant) and the 
cardholder. 

1│4  Conclusion  

The migration to EMV standards mustered all participants in a coordinated drive that lasted 
three years starting in 2001. Migrating the final remaining pieces of hardware actually took until 
2008. Major human and financial resources were required across the entire processing chain. 

Based on data reported by participants queried on the subject, the Observatory estimates that 
the costs linked to the migration to EMV standards between 2001 and 2008 were borne more or 
less equally by banks (EUR 394 million) and merchants (EUR 340 million). Card payment 
schemes seemingly incurred negligible costs, but it is not possible to say more, for want of 
sufficient information. Annual recurring expenses, which varied from institution to institution, are 
estimated at EUR 41 million for banks and EUR 12 million for merchants. 
  

                                                 
9  EMV Contactless Specifications for Payment Systems. 
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However, it is difficult to estimate the scale economies generated by participants following 
migration, for three reasons:  

– these economies potentially include expense items linked to other major projects that were 
conducted using shared resources; 

– while the application of EMV standards certainly had a major impact on fraud rates linked to 
counterfeiting, leading to genuine progress in security for payment cards, it is hard to say 
how these rates might have changed if migration had not taken place; 

– participants have enjoyed other, unquantifiable benefits linked to the application of EMV 
standards, such as the liability shift for merchants, as well as international standardisation 
and continued high levels of confidence in payment cards. 

The migration process is now complete in France but is continuing internationally. The 
Observatory regularly monitors progress within Europe. Only if the standards are introduced 
everywhere can participants reap all the expected benefits, as fraud has shifted in recent years 
to the countries that have made the least progress in their migration. 

EMV standards will continue to be upgraded to reflect new threats and to accommodate new 
payment processes (such as contactless payments), as well as new approaches to 
consumption (such as multi-application cards). The recurring costs linked directly to changes in 
the standards will therefore be combined in the years ahead with new investment expenditures 
aimed at addressing these needs. 
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Annex 

EMV standards 
EMVCo, a consortium made up of the Visa, MasterCard, JCB and American Express networks, prepares the 
EMV standards, which enable the international interoperability of payment and withdrawal transactions for four 
party chip cards with multi-application capability10. EMV standards aim both to enable the development of new 
services and enhance transaction security. 
The latest version of the EMV standards (4.2), published in June 2008, was supplemented with Common 
Payment Application (CPA)11, Card Personalisation Specification (CPS) and Contactless12 specifications, which 
cover the different technologies applicable to face-to-face transactions. 

EMV standards are based on ISO or interbank13 standards to ensure an open and competitive offer from 
payment card and terminal providers. They define all the functions and procedures required for dialogue 
between cards and terminals in payment and withdrawal transactions. They notably specify the physical and 
electrical requirements as well as independence conditions between applications that must be met by cards and 
terminals, the processes to be carried out, and the exchange of data between cards and terminals throughout 
the transaction. 
EMV standards improve transaction security in four ways: 
– the major advance in terms of security is the significant enhancement of protection against magnetic stripe 

forgery through the use of embedded chips for all payment and withdrawal transactions carried out via an 
EMV-compliant terminal or automated terminal; 

– protection against the fraudulent use of lost or stolen cards is enhanced thanks to the (now worldwide) use 
of confidential PINs to authenticate cardholders on EMV terminals, whether or not transactions entail an 
authorisation request; 

– the issuer's cardholder risk management is improved. For instance, an authorisation request may be 
triggered based not only on the characteristics of the current transaction, but also on those of previous 
transactions recorded on the card. The issuer also has at its disposal several methods for authenticating 
the cardholder; it may establish an order of priority for using these methods depending on the options 
offered by the terminal and the amount of the transaction; 

– EMV standards also enhance the cryptographic services available with the card and with the terminal to 
validate the transaction and make associated cryptographic mechanisms14 more robust. In France, one of 
the major differences with the cryptographic services available on B0’-type cards is the possibility of 
obtaining dynamic offline authentication of cards, through Dynamic Data Authentication (DDA). EMV 
standards also provide for a second mechanism, called Combined Data Authentication (CDA), that enables 
offline authentication of the card by the terminal when the transaction is initiated and during the 
authorisation phase. 

                                                 
10  Several different applications (domestic payments, international payments, electronic purses, loyalty schemes, etc.) may 

thus be incorporated in a single card. 
11  Description of basic functional specifications that an application must meet to be EMV-compliant. 
12  Application of EMV standards to contactless payment modes. 
13  Such as the ISO 7816 international standard on cards with contacts. 
14  The cryptographic services defined by the EMV standards cover offline authentication of cards by terminals, cardholder 

authentication, online authentication of cards by issuers during authorisation requests, authentication of issuers by cards in 
responses to authorisation requests, integrity and authenticity certification of transactions when they are finalised and 
transmission of scripts, whose integrity and/or confidentiality are secured, to cards by issuers at the end of the transaction. 
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2 │ FRAUD STATISTICS FOR 2010 
The Observatory has compiled fraud statistics for three-party and four-party cards since 2003, 
using data collected from issuers and merchants. The statistics use harmonised definitions and 
typologies that were established in the Observatory's first year of operation and that are 
provided in Annex E to this report. A summary of the 2010 statistics is presented below. It 
includes an overview of the different fraud trends for three-party cards and four-party cards, 
fraud trends for domestic and international15, face-to-face and card-not-present (CNP) 
transactions, as well as payment and withdrawal transactions, and fraud trends for different 
types of fraud involving lost or stolen cards, intercepted cards, forged or counterfeit cards, and 
appropriated card numbers). In addition, Annex D to this report presents a series of detailed 
fraud indicators. 

Box 1 – Fraud statistics: respondents 

In order to ensure the quality and representativeness of its fraud statistics, the Observatory gathers 
data from all issuers of four-party and three-party cards. 
The statistics calculated by the Observatory thus cover: 

– EUR 453.4 billion in transactions in France and in other countries made with 64.1 million 
four-party cards issued in France (including 1.74 million electronic purses);  

– EUR 19.1 billion in transactions primarily in France with 24.4 million three-party cards issued in 
France;  

– EUR 25.7 billion in transactions in France with foreign three-party and four-party cards. 
 
Data were gathered from: 

– nine three-party card issuers: American Express, Banque Accord, BNP Paribas Personal Finance, 
Carrefour Banque, Crédit Agricole Consumer Finance (Finaref and Sofinco), Cofidis, Cofinoga, 
Diners Club and Franfinance; 

– the 130 members of the "CB" Bank Card Consortium. The data were collected through the 
consortium, and from MasterCard and Visa Europe France; 

– issuers of Moneo, an electronic purse.  

 
  

                                                 
15  For the first time, the Observatory can now calculate separate fraud rates for international transactions within SEPA and 

outside SEPA. 
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2│1  Overview  

The overall fraud rate for card payments and withdrawals recorded by French schemes in 2010 
stood at 0.074%, a slight increase on previous years. The average amount of a fraudulent 
transaction was down from EUR 136 in 2009 to EUR 122.  

 

Source: Observatory for Payment Card Security 

Table 3 – Fraud rate, all card types 

 

 
Source: Observatory for Payment Card Security 

Table 4 – Value of transactions and amount of fraud 
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Source: Observatory for Payment Card Security 

Table 5 – Amount of fraud 

The rate of issuer fraud, which covers all fraudulent payments and withdrawals made in France 
and in other countries with cards issued in France, declined to 0.057% in 2010, from 0.059% in 
2000. Issuer fraud totalled EUR 269.3 million, compared with EUR 265.6 million in 2009. 

The rate of acquirer fraud, which covers all fraudulent payments and withdrawals made in 
France with all French and foreign cards, rose sharply, to 0.055%, corresponding to fraud of 
EUR 263 million, from 0.048% in 2009 (EUR 220.8 million). 

Annex D to this report contains detailed tables on the volume and value of transactions and 
fraud by card type, geographical area, transaction type and fraud type. 

2│2  Breakdown of fraud by card type 

 
Fraud rate 

(Fraud amount, EUR million) 

 2006 2007 2008 2009 2010

Four-party cards 0.065%
(237.0)

0.063%
(253.6)

0.070%
(304.3)

0.072% 
(324.3) 

0.074%
(351.5)

Three-party cards 0.052%
(15.6) 

0.052%
(15.0)

0.054%
(16.0)

0.068% 
(18.2) 

0.080%
(17.4)

Total 0.064%
(252.6)

0.062%
(268.5)

0.069%
(320.2)

0.072% 
(342.4) 

0.074%
(368.9)

Source: Observatory for Payment Card Security 

Table 6 – Breakdown of fraud by card type 

Fraud rates were up for both types of cards, but especially among three-party cards, whose 
fraud rate overtook that of four-party cards for the first time since 2006. 
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Issuer and acquirer fraud rates for four-party cards stood at 0.057% and 0.055% respectively, 
compared with 0.059% and 0.048% respectively in 2009. The average value of a fraudulent 
transaction was EUR 119, compared with EUR 132 in 2009. 

Issuer and acquirer fraud rates for three-party cards were 0.063% and 0.068% respectively, 
compared with 0.053% and 0.059% respectively in 2009. The average value of a fraudulent 
transaction was EUR 353 in 2010, compared with EUR 324 in 2009. 

2│3  Geographical breakdown of fraud 

 
Fraud rate

(Fraud amount, EUR million) 

 2006 2007 2008 2009 2010 

Domestic transactions 0.031% 
(109.6) 

0.029%
(114.5)

0.031%
(130.9)

0.033%
(144.0)

0.036% 
(163.8) 

International transactions 0.362% 
(143.0) 

0.368%
(154.0)

0.427%
(189.4)

0.449%
(198.4)

0.423% 
(205.0) 

o/w French issuer and 
foreign acquirer16 

0.453% 
(76.4) 

0.476%
(85.3)

0.594%
(118.3)

0.594%
(121.6)

0.728% 
(54.9) 

o/w French issuer and 
SEPA acquirer - - - -  0.331% 

(50.6) 

o/w foreign issuer17 
and French acquirer 

0.295% 
(66.5) 

0.288%
(68.7)

0.291%
(71.0)

0.324%
(76.8)

0.831% 
(64.5) 

o/w SEPA issuer and 
French acquirer  - - - - 0.195% 

(35.0) 

Total 0.064% 
(252.6) 

0.062%
(268.5)

0.069%
(320.2)

0.072%
(342.4)

0.074% 
(368.9) 

Source: Observatory for Payment Card Security 

Table 7 – Geographical breakdown of fraud 

The geographical breakdown of fraud still shows a discrepancy between domestic and 
international transactions. The latter account for 56% of fraud, even though they make up barely 
10% of the value of card payments handled by the French schemes. 

Because domestic transactions grew by 3.8%, the fraud rate for such transactions increased 
slightly to 0.036% in 2010 from 0.033% in 2009, thus remaining at a very low level. 

The amount of fraud in international transactions also rose in 2010. However, because the 
increase in the amount of transactions was more significant, the fraud rate actually declined, 
returning to its 2008 level. The trend thus reversed, after a steady increase over several years. 
The fraud rate for foreign transactions using cards issued in France fell but remained high, at 
0.462%, corresponding to fraud of EUR 105.5 million, compared with 0.594% in 2009 
(EUR 121.6 million). The fraud rate for transactions in France using cards issued in other 
countries rose to 0.387%, corresponding to fraud of EUR 99.5 million, compared with 0.324% 
(EUR 76.8 million) in 2009. 

For the first time, it is now possible to compare fraud rates for international transactions inside 
SEPA with those for transactions carried out outside SEPA. The fraud rate for transactions 

                                                 
16 Non-SEPA acquirer only from 2010. 
17 Non-SEPA issuer only from 2010. 
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outside SEPA with cards issued in France is more than double the rate for transactions 
conducted within SEPA (0.728% vs. 0.331%), while fraud for transactions in France using 
foreign cards issued outside SEPA is more than quadruple that of transactions made using 
foreign cards issued in SEPA (0.831% vs. 0.195%). 

The good results for transactions within SEPA are the direct result of efforts made in Europe to 
migrate cards and payment terminals to the EMV standard (see chapter 4│3 – Progress on the 
migration to EMV). 
 

Box 2 – Breakdown of losses from fraud 

Since 2007, the Observatory has estimated indicators for the distribution of losses from fraud between 
cardholders, merchants and banks. These overall indicators covered all three-party and four-party 
schemes. However, the Observatory is unable to provide these indicators for this year’s report, as the 
data supplied by issuers and merchants were not sufficiently significant from a statistical perspective. 

2│4  Breakdown of fraud by transaction type 

The Observatory's classification of card payment transactions distinguishes face-to-face 
payments and unattended payment terminal (UPT) payments, which are made at the point of 
sale or at fuel pumps, ticket machines, etc., from card-not-present (CNP) payments made 
online, by post, telephone, fax, etc., and withdrawals. For the sake of clarity, the following 
section distinguishes national data from cross-border data. 

Domestic transactions  
 Fraud rate 

(Fraud amount, EUR million) 

Domestic transactions 2006 2007 2008 2009 2010

Payments 0.035%
(92.3)

0.032%
(95.6)

0.036% 
(111.7) 

0.038% 
(123.2) 

0.041%
(137.3)

- o/w face-to-face and UPT 0.024%
(59.1)

0.017%
(45.4)

0.015% 
(44.5) 

0.014% 
(41.0) 

0.012%
(36.2)

- o/w card-not-present 0.199%
(33.2)

0.236%
(50.1)

0.252% 
(67.2) 

0.263% 
(82.2) 

0.262%
(101.1)

 - o/w by post / phone 0.194%
(19.8)

0.201%
(23.8)

0.280% 
(28.5) 

0.263% 
(30.3) 

0.231%
(27.3)

 - o/w online 0.208%
(13.4)

0.281%
(26.4)

0.235% 
(38.8) 

0.263% 
(51.9) 

0.276%
(73.9)

Withdrawals 0.019%
(17.4)

0.020%
(19.0)

0.018% 
(19.1) 

0.019% 
(20.8) 

0.024%
(26.5)

Total 0.031%
(109.6)

0.029%
(114.5)

0.031% 
(130.9) 

0.033% 
(144.0) 

0.036%
(163.8)

Source: Observatory for Payment Card Security 

Table 8 – Breakdown of domestic payment fraud by transaction type  

In the case of domestic transactions, the figures show that: 

– the fraud rate for face-to-face and UPT payments continued to fall, declining to 0.012%. 
Face-to-face and UPT payments accounted for 67% of domestic transactions, but just 22% 
of fraud in value terms; 

– the fraud rate for CNP payments was stable in 2010 at 0.262% but this reflected two 
countervailing trends: the fraud rate for payments by mail or phone fell, while the fraud rate 
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for online payments continued to rise, moving closer to the rate seen in 2007, the highest 
yet recorded18. CNP payments accounted for 8.6% of the value of domestic transactions but 
for 62% of fraud in value terms (compared with 57% in 2009), amid ongoing sustained 
growth in the volume and value of CNP payments (23.8% between 2009 and 2010 in value 
terms). In view of the very high level of fraud recorded through this payment channel, the 
Observatory is repeating its recommendation that measures be implemented to combat this 
trend. In its 2008 Annual Report, the Observatory stressed the importance of progressively 
introducing cardholder authentication solutions for all payments and enhancing 
authentication methods. Although progress has been made on this front (cf. chapter 3), all 
stakeholders must keep up their efforts if this trend is to be reversed; 

– the fraud rate for cash withdrawals was up sharply, but still remained below the record high 
of 0.027% seen in 2004. Withdrawals represent 25% of domestic transactions by value and 
account for 16% of the total fraud amount.  

   

                                                 
18  The Observatory began measuring the fraud rate for online payments in 2006. 
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Box 3 – Domestic fraud in distance selling by sector of activity  

The Observatory has gathered data that provide information about the distribution of fraud in CNP 
payments by sector. These data cover domestic transactions only. 

Sector Fraud amount (EUR 
million) 

Sector's share  
of fraud 

Travel, transportation 19.9 19.8% 

Personal services  17.3 17.3% 

General and semi-general trade 16.4 16.4% 

Telephony and communications 15.8 15.8% 

Technical and cultural products  10.9 10.9% 

Household goods, furnishings  7.3 7.3% 

Account loading, person to person sales 6.2 6.2% 

Professional services 2.3 2.3% 

Online gaming 2.2 2.2% 

Food 1.3 1.3% 

Insurance 0.3 0.3% 

Miscellaneous 0.3 0.3% 

Health and Beauty 0.1 0.1% 

TOTAL 100.3 100.0% 
 

Breakdown of fraud in CNP payments  
by sector of activity, domestic transactions 

The travel/transportation, personal services, general and semi-general trade and telephony and 
communications sectors were the most exposed to fraud, accounting for 69% of the total. A comparison of 
average fraud rates for each sector of activity provides additional information, revealing that some sectors, 
including technical and cultural products and online gaming (whose fraud rate nevertheless fell from 
0.740% in 2009 to 0.478%), have considerable exposure despite accounting for a small portion of the total 
fraud amount (cf. following chart). However, the Observatory noted that fraud rates varied considerably 
between merchants within the same sector depending on the security measures in place.  

 
Fraud rate for CNP payments by sector of activity, domestic transactions 

0 000%

0.100%

0.200%

0.300%

0.400%

0.500%

0.600%

0.700%

0.800%

Average rate 2009 Average rate 2010

Average rate 2010 : 0.262%

Average rate 2009 : 0.265%

Source: Observatory for Payment Card Security

.



 

28 2010 Annual Report      Observatory for Payment Card Security 

International transactions 
 Fraud rate

(Fraud amount, EUR million) 

French issuer – foreign acquirer19 2007 2008 2009 2010 

Payments 0.483%
(65.2)

0.655%
(99.3)

0.679%
(105.2)

0.795% 
(39.8) 

  -  o/w face-to-face and UPT 0.299%
(30.0)

0.286%
(32.0)

0.406%
(44.7)

0.655% 
(25.8) 

  -  o/w card-not-present 1.024%
(35.1)

1.698%
(67.2)

1.350%
(60.5)

1.310% 
(14.0) 

 - o/w by post / phone 0.790%
(7.6)

1.284%
(11.2)

1.016%
(9.7)

1.193% 
(3.8) 

 - o/w online 1.117%
(27.4)

1.815%
(56.0)

1.440%
(50.8)

1.360% 
(10.2) 

Withdrawals 0.455%
(20.0)

0.399%
(19.1)

0.331%
(16.5)

0.596% 
(15.1) 

Total 0.476%
(85.3)

0.594%
(118.3)

0.594%
(121.6)

0.728% 
(54.9) 

French issuer – SEPA acquirer 2007 2008 2009 2010 

Payments 0.396% 
(49.1) 

  -  o/w face-to-face and UPT 0.112% 
(9.2) 

  -  o/w card-not-present 0.944% 
(40.0) 

 - o/w by post / phone 0.566% 
(4.0) 

 - o/w online 1.021% 
(36.0) 

Withdrawals 0.052% 
(1.5) 

Total 0.331% 
(50.6) 

Foreign issuer 20 – French acquirer 2007 2008 2009 2010 

Payments 0.334%
(62.8)

0.339%
(65.4)

0.397%
(74.1)

0.982% 
(63.2) 

Withdrawals 0.117%
(5.9)

0.110%
(5.6)

0.055%
(2.8)

0.103% 
(1.4) 

Total 0.288%
(68.7)

0.291%
(71.0)

0.324%
(76.8)

0.831% 
(64.5) 

SEPA issuer – French acquirer 2007 2008 2009 2010 

Payments 0.239% 
(33.8) 

Withdrawals 0.032% 
(1.2) 

Total 0.195% 
(35.0) 

Source: Observatory for Payment Card Security 

Table 9 – Breakdown of international payment fraud by transaction type 
  

                                                 
19  Non-SEPA acquirer only from 2010. 
20  Non-SEPA issuer only from 2010. 
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In the case of international transactions, the Observatory has a detailed breakdown of fraud by 
transaction type only for transactions by French cards in other countries. 

Fraud in face-to-face and UPT payments fell (from EUR 44.7 million in 2009 to 
EUR 35.0 million in 2010). The fraud rate for face-to-face payments made using French cards 
within SEPA, where virtually all points of sale have migrated to EMV, is almost six times lower 
than that for face-to-face payments outside SEPA (0.112% compared with 0.655%). 

Fraud in CNP payments declined slightly from EUR 60.5 million (1.018%) in 2009 to 
EUR 54.0 million in 2010. However, the fraud rate for CNP payments is still high (0.944% in 
SEPA and 1.310% outside SEPA, compared with 1.350% in 2009 for international transactions 
as a whole), well above the rate for face-to-face and UPT payments. The introduction of 
enhanced authentication systems should help to continue to curb fraud in CNP payments.  

Fraud in withdrawals was stable, after declining sharply in 2009. This was true not only for 
international transactions made using French cards and but also for transactions made in 
France with foreign cards.  

2│5  Breakdown by fraud type  

The Observatory breaks down fraud into the following types: 

– Lost or stolen cards that fraudsters use without the knowledge of the lawful cardholders; 

– Intercepted cards stolen when issuers mail them to lawful cardholders; 

– Forged or counterfeit cards, when an authentic payment card is forged by modifying 
magnetic stripe data, embossing or programming. A counterfeit card is produced using data 
gathered by the fraudsters; 

– Appropriated card numbers, when a card number is copied without the cardholder's 
knowledge or created through card generation processes (which use programs to generate 
random card numbers) and then used for CNP transactions; 

– "Other" fraud, which covers, particularly for three-party cards, fraud resulting from the 
fraudulent opening of accounts by means of identity theft. 
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The following chart shows national fraud trends for all payment cards. The breakdown covers 
payments only.  

 

Source: Observatory for Payment Card Security 

Table 10 –  Breakdown by fraud type  
 (domestic transactions, fraud amount) 

Fraud involving the use of appropriated card numbers for CNP payments has been on the 
increase since 2005 and is now the most common type of fraud (60.5%, compared with 55.1% 
in 2009). Fraud involving lost or stolen cards accounted for 34.2% of fraudulent domestic 
payments. Counterfeit cards accounted for just 2.4% of fraudulent domestic payments.  

"Other" fraud was stable. This category of fraud is often used by three-party card schemes to 
report the opening of fraudulent accounts or the filing of credit applications under false 
identities. Such practices account for some 50% of the fraud involving these cards. It is worth 
noting, however, that this year several issuers of three-party cards reported a strong increase in 
fraud resulting from the opening of fraudulent accounts, after introducing systems to more 
effectively detect and prevent such fraud (some instances of this fraud were not detected before 
and were counted as delinquencies).  
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 All types of cards Four-party cards Three-party cards

2010 Amount
(EUR million) Share Amount

(EUR million) Share Amount 
(EUR million) Share

Lost or stolen cards 56.0 34.2% 54.7 35.1% 1.3 16.6%

Intercepted cards 1.0 0.6% 0.5 0.3% 0.5 6.4%

Forged or counterfeit cards 3.9 2.4% 3.1 2.0% 0.8 9.8%

Appropriated numbers 99.0 60.5% 97.5 62.6% 1.6 19.4%

Other 3.9 2.4% - - 3.9 47.9%

Total 163.8 100% 155.7 100% 8.1 100%

Source: Observatory for Payment Card Security 

Table 11 – Breakdown of domestic payment fraud by fraud type  
 and by type of card  

 

Box 4 – Indicators provided by law enforcement agencies 

In 2010, law enforcement agencies noted an increase in arrests connected with bank card fraud, 
reporting 235 arrests, compared with 190 in 2009 and 154 in 2008. 
Attacks on Automated Teller Machines (ATMs) were stable, with 527 such attacks registered in 2010, 
compared with 526 in 200921, 427 in 2008, 391 in 2007, 515 in 2006, 200 in 2005 and 80 in 2004. 
There were also six attacks on card-operated fuel pumps (compared with one in 2009), as well as 
30 attacks on payment terminals (49 in 2009). 
Numerous investigations into these cases were carried out across the country. Police work in this area 
included the following: 

– the arrest of a gang specialised in capturing card data and counterfeiting and using cards with 
complicit merchants in France. Losses are estimated at over EUR 1,100,000 on attempted fraud 
totalling EUR 4,600,000;  

– the arrest of a gang specialised in using Chinese counterfeit cards. Searches led to the discovery 
of 3,000 counterfeit cards and equipment. Losses attributable to the gang are estimated at over 
EUR 430,000; 

– dismantling a Chinese ring specialised in counterfeiting bank cards and buying high value added 
products. Eight people were arrested, and searches resulted in the discovery of 1,000 counterfeit 
cards. Losses attributable to the gang are estimated at over EUR 380,000; 

– the arrest of a 13-person Romanian gang specialised in using bank cards to fraudulently place 
online sports bets. Total losses attributable to the gang have not yet been estimated.  

 

                                                 
21  The 2009 data have been consolidated and thus differ from the statistics published in the Observatory's 2009 Annual 

Report (411 attacks on ATMs and 18 on payment terminals). 
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3 │ A STOCKTAKING OF MEASURES TO 
PROTECT ONLINE CARD PAYMENTS 

As part of efforts to stem the steady rise in fraud in card-not-present (CNP) payments, which 
amounted to EUR 101.1 million in 2010 (giving a fraud rate of 0.262%), the Observatory 
recommended, in chapter 3.1. of its 2008 Annual Report, the gradual introduction of one-time 
cardholder authentication solutions for online payments wherever possible and appropriate, so 
that merchants can be confident that cards and holders are authentic and make sure that 
cardholders have agreed to the transactions. 

The first part of this chapter presents the efforts made to implement the Observatory's 
recommendation. The second part reports the results of a study surveying a panel of 
1,000 online shoppers on their experiences using one-time authentication solutions during 
online card payments. 

3│1  A stocktaking of measures to protect online card payments  

As described in the Observatory's 2008 Annual Report, for one-time authentication of online 
card payments to be possible, cardholders need to be equipped with the right technical 
solutions (one-time codes generated by a calculator or sent by text message, stand-alone EMV 
card readers, etc.), which are selected by the card issuer. Meanwhile, the merchant and its 
acquiring bank have to deploy an architecture for implementing authentication, such as the 
3D-Secure protocol promoted by a number of card payment schemes. 

By 2010, the process of providing cardholders with one-time authentication 
solutions was complete 

In line with recommendations issued by the Observatory and taken up by the Governor of the 
Banque de France, the vast majority of banks that issue four-party cards had completed the 
process of providing their cardholders with one-time authentication solutions by June 2010.  

By far the most common solution is authentication by text message, although some banks have 
introduced solutions based on tokens, card readers and emails combined with one-time codes 
given by matrix cards22. 

But while the roll-out of these solutions was completed in 2010, cardholders have not yet fully 
grasped how to manage the procedures for activating and operating the new tools. Activation 
rates23 for these solutions among cardholders vary from issuer to issuer, ranging from 30% to 
85% of the total population of online shoppers. These differences reflect in particular the relative 
complexity of the activation processes put in place by card issuers. Firms thus need to provide 
support to help users switch to the new solutions, a fact borne out by the findings of the 
Observatory's study, presented below. 

                                                 
22  For a more complete description of these authentication solutions, see below and the Observatory's 2009 Annual Report, 

chapter 4 (p.51-52). 
23  In the case of a text message-based approach, for example, to activate the solution, the cardholder has to give his or her 

bank the number of the mobile phone to which one-time codes should be sent. 
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Deployment of authentication solutions by e-merchants remains limited, but 
is expected to increase in 2011 

Currently, about one-half of online merchants have introduced technical architectures such as 
3D-Secure that enable cardholders to be authenticated during a payment. But these merchants 
account for a mere 10% or so of online card transactions by number and 15% by value.  

Noting that major French e-merchants were reluctant to use these security solutions, the 
Observatory set up a working group in 2010 tasked with identifying the obstacles lying in the 
way of the development of these types of solutions in France. 

The working group found that banks and merchants view the technology as not yet mature 
enough for an industry-wide roll-out and feel that a gradual and proportionate introduction 
according to a risk-based approach is the best way to fight fraud effectively without hindering 
the growth of e-commerce in France. 

Work has also been begun in partnership with participants to raise the success rate for 
transactions conducted with one-time authentication and to carry out communication campaigns 
targeting all stakeholders, particularly consumers, to raise awareness about the security of 
online payments. 

It is worth noting in this context that several major e-merchants, such as Air France and Orange 
Boutique, have already introduced 3D-Secure, and that Voyages-SNCF is planning to do the 
same for its riskiest transactions beginning in July 2011. This should lead to a material 
improvement in the proportion of online card transactions protected using one-time 
authentication. 

Buyster, a payment institution authorised in France, is also scheduled to begin providing its 
alternative to 3D-Secure in mid-2011. Card transactions with online merchants that adopt the 
solution will be protected by one-time authentication24. 

At European level, the recommendations made by the Observatory in its 2008 Annual Report 
were echoed by the Eurosystem in its Seventh SEPA Progress Report25. As part of this process, 
a European Forum on the Security of Retail Payments, has been set up, under ECB 
supervision. One of the priorities for the new entity, which brings together national overseers 
and supervisors as well as market participants where appropriate, is to issue recommendations 
with a view to protecting online card payments in Europe. 

3│2  The experience of French online shoppers with one-time 
authentication solutions 

In line with surveys conducted in previous reports, the Observatory decided for this year’s 
edition to find out more about the experiences of online shoppers who had used one-time 
authentication solutions when making online card payments. 

                                                 
24  Except if the user is carrying out the transaction using a 3G mobile phone.  
25  http://www.ecb.int/pub/pdf/other/singleeuropaymentsarea201010en.pdf: "market participants are encouraged to implement 

state-of-the-art measures for improving information security and preventing payment fraud. For remote payments, market 
participants are encouraged to introduce state-of-the-art authentication and migrate to it by the end of 2012. For 
"card-not-present" payments, secure payment protocols (e.g. "3D-secure" or virtual cards) should be used." 
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The Observatory commissioned a quantitative study by Harris Interactive, a polling firm. The 
survey was conducted using an online questionnaire sent to a representative sample of 
1,000 people age16 and older living in metropolitan France. Respondents were contacted 
online over the course of a ten-day period starting on February 15, 2011 and asked about six 
different authentication solutions: 

– being required to enter the user's date of birth when making a payment; 

– being required to answer a question agreed on in advance with the cardholder's bank; 

– being required to enter a one-time authentication code sent by the bank by text message to 
the cardholder's mobile phone; 

– being required to enter a one-time code generated by a mini card reader provided by the 
bank. The user inserts the payment card, enters the PIN, and receives a code that may be 
used for one payment; 

– being required to enter a one-time authentication code generated by a token provided by 
the bank; 

– being required to use a matrix card and a second one-time code received by e-mail or text 
message. 

The main findings of the study are summarised below. 

Nowadays, online shoppers have few concerns about making bank card 
payments over the internet 

Just 23% of online shoppers said that they felt nervous when making online purchases 
with their bank card. A mere 3% were very nervous and 20% were rather nervous. 
Conversely, 77% of respondents had few (55%) or no (22%) concerns. In other words, most 
people do not think they are taking an unreasonable risk when making online purchases. 
However, a significant proportion of online shoppers still have slight concerns. Breaking down 
the data, we see that women (29%), online shoppers in lower socio-economic categories (28%) 
and people who shop online very occasionally (less than three times a year: 46%) are more 
likely to be nervous.  

However, people who have already used at least one authentication system are less 
nervous than the average. In all, 19% of people who have used any kind of authentication 
system and 17% of people who have used a strong authentication system26 say they are 
nervous, compared with 28% of people who have never used any authentication system.  

A large majority of online shoppers know about supplementary security 
solutions for online purchases 

About eight online shoppers out of ten (79%) say that they have already heard of 
additional security solutions for online purchases. 58% say that they have a good idea of 
what these solutions entail, while 21% say they have some idea. In other words, even though 
these solutions were only recently introduced, they seem to be well known among online 
shoppers.  

                                                 
26  Strong authentication systems are those that require a one-time code to be entered, i.e. a code provided by text message, 

a matrix card combined with a code delivered via another channel, a token or a mini card reader.  
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Men (83%) are more aware of these solutions, as are people in higher socio-professional 
categories (84%). Women are slightly less conversant (76%), as are people in lower 
socio-professional categories (75%) and especially younger online shoppers (69% of people 
aged 16-24).  

Unsurprisingly, the more people shop online, the more likely they are to have heard of the new 
security solutions for online purchases and know what they consist of. The proportion of people 
who have heard of these solutions goes from 62% among very occasional online shoppers to 
86% among those who make at least one purchase per month.  

Even so, just four online shoppers out of ten (39%) say yes to the question "Has your 
bank sent you information about supplementary security solutions for online 
purchases?". The proportion increases to 54% among those who have already used such a 
solution and to 64% among people who have used a strong authentication solution. However, 
the proportion is lower than 50% among frequent online shoppers (44% when the individual 
makes several online purchases each month, 43% when the individual averages one online 
purchase per month) and falls to 27% among online shoppers aged between 16 and 24. In all, 
84% of those who said they had received information felt that it was clear and helped them to 
shop more safely (33% said it was very clear and 51% said it was rather clear). Just 15% 
complained that the information was not clear enough.  

People find the solutions user-friendly, but experience some problems when 
employing them for the first time 

The vast majority of people find the solutions easy to use 

Just 8% of users said they found at least one of the solutions hard to use. The proportion 
rises to 10% for strong authentication solutions. Mini card readers and matrix cards are 
seen as the least user-friendly, but the proportion of people who said that they encountered 
difficulties when using these devices remains very low (11% in both cases). Just 7% of people 
who had already had to enter a one-time code by text message found the solution difficult to 
use. As regards the last three solutions, very few people found them hard to use (5% or fewer). 
No category of users experienced major difficulties.  

However, around one user in five experienced problems when using a strong 
authentication solution for the first time  

In all 36% of mini card reader users said they had problems when using the system for the first 
time, compared with 16% of matrix card users, 14% of people using codes sent by text 
message and 8% of token users. Overall, approximately one user in five (19%) experienced 
problems when using a strong authentication solution for the first time. Few problems 
were reported by people who had to answer a security question or enter their date of birth when 
making a payment (6% and 5% of users respectively).  

People experienced problems of different types and at different points in the process: 27% 
of people who ran into difficulties found it hard to understand how the solution worked, 26% had 
problems accessing the solution, 28% found it hard to activate the solution or register data, 
while 24% had difficulties when actually using the solution. Another 21% of people spoke about 
other hardware-related issues: dead mobile phone battery, bank not informed of a change in the 
user’s phone number, lost matrix card, etc. 
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In other words, users still need to be supported when switching to the new solutions. When 
asked which groups could usefully provide information about the new solutions, 
respondents mostly mentioned banks (74%), followed by merchant websites (43%), 
consumer associations (24%) and the government (16%). Just 10% of people made it clear 
that they did not want information on the subject. 

Overall, around one-third of people who encountered such problems (31%) were unable 
to complete their purchase. When this result is compared against the population of users of at 
least one solution, it shows that just under 5% of users did not complete their purchase when 
using this type of solution for the first time. Around four out of five people who were unable to 
complete their first purchase (82% in the case of text message-based solutions) subsequently 
carried out at least one transaction with authentication. 

Some of these problems subsequently disappear  

The proportion of people who experience persistent problems, i.e. which recurred during 
subsequent use, falls to 6% of users, and 7% in the case of strong authentication 
solutions. Given that most respondents did try to use the solution again after a failed first 
attempt, the proportion of people who experienced difficulties fell by more than half between first 
and subsequent uses.  

Once again, the mini card reader posed the most problems (11%) ahead of the matrix card (6%) 
and the code sent by text message (5%). People experiencing problems during subsequent use 
therefore make up a relatively small part of the sample, and, as with the previous question, 
these difficulties mainly involve hardware or human problems (forgetting the security question, 
not recording the phone number or recording the wrong number, text message received too 
late) rather than problems relating to the solutions per se. Very few respondents spoke about 
invalid codes or faulty solutions.  

However, where difficulties persist, individuals are less likely to complete their purchase: 
44% of people give up, compared with 31% of people experiencing problems the first time, or 
just under 3% of users.  

3│3  Solutions that strengthen security and do not 
hinder online sales  

Security is deemed to be enhanced, especially by one-time solutions  

Respondents do not seem to mind the extra time required to use the new solutions, presumably 
because the trade-off between inconvenience and security is perceived as positive. Users 
mostly feel that these solutions – especially ones that require a one-time code to be 
entered – significantly improve the security of online bank card payments. 

The least widely used strong authentication solution gets the highest rating: 97% of token users 
believe that it improves payment security, with 73% feeling that it greatly improves security. 
Having to enter a one-time code received by text message, the most commonly 
encountered solution, comes next with 94% of users saying that it improves payment security, 
and 53% feeling that it greatly improves security. The matrix card (93%, 55% perceive a great 
improvement) and the mini card reader (91%, 56% perceive a great improvement) follow just 
behind. Weak authentication solutions, where the holder has to enter a piece of personal 
information, provide less reassurance to  fewer users: 75% of people who have already had to 
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answer a security question when making an online payment feel that it improves security, and 
just 23% see a great improvement. One-half of users (51%) are reassured by having to enter a 
date of birth, and just 10% are very reassured.  

Overall, 86% of all users feel that security is improved by at least one of these solutions, 
while 96% think that one-time solutions improve security. This sentiment is largely shared 
by all categories of the population, although it is slightly weaker among people aged 16-34 
(81%) and occasional online shoppers (82%), who are more nervous about online shopping to 
begin with.  

Thus, 76% of users say that they feel better protected when they make online purchases 
with these new solutions. The proportion rises to 83% among people who have already used 
at least one of the four strong authentication solutions tested. Frequent shoppers are more likely 
than occasional shoppers to say that they feel safer. These solutions are also more likely to 
reassure users who have few or no concerns when buying something online with a bank card, 
compared with those who do have concerns.  

Users do not view these solutions as a handicap for websites, but rather as 
an argument in their favour 

Will these solutions help to promote online commerce? Around eight out of ten users say 
that they will not change their online buying habits and that they will not buy more or less. 
However, 19% of people say that the new solutions are likely to encourage them to do 
more online shopping. This is primarily true among users who already buy a lot online: 24% of 
people who already make at least one online purchase per week, and 23% of people who make 
two or three purchases per month.  

Conversely, just 2% of the people surveyed (5% of people aged 16-24) believe that the new 
solutions might make them less likely to make online purchases: 1% of respondents said that 
they would buy less and 1% said that they would stop shopping online.  

Most users said that they would in the future pay more attention to whether these solutions were 
in place when they shopped online with their bank cards, with 17% saying that they would 
shop solely on websites offering such solutions and 54% saying that they would prefer 
to use such sites, although they might continue to shop on sites that did not offer the 
security solutions. Meanwhile, 28% of people said that they would not pay special attention.  

This supports the findings for the previous question: these solutions do not deter potential 
shoppers and may even be an argument in favour of a given website. After breaking down the 
data, we see that the groups most likely to say that they will only shop on sites offering security 
solutions include people in lower socio-professional categories (20%) and occasional shoppers 
(29% of people making three to four purchases per year, 38% of people making even less 
frequent purchases) as well as users of matrix cards, tokens and mini card readers (24%, 37% 
and 28% respectively). Meanwhile, very frequent shoppers (65%) are most likely to say that 
they will prefer such sites without using them exclusively. The groups most likely to say that they 
will not pay special attention to the solutions include young people (44% of people aged 16-24), 
people in socio-professional categories +27 (32%), people in the greater Paris region (33%) and 
people who have had to enter a birth date when making online purchases (32%).  

                                                 
27  System of categories used to classify the French workforce. 
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People who do the most online shopping are less likely than average to plan to confine their 
shopping to websites offering the new authentication solutions (8% and 12%, compared with 
29% and 38% for more occasional online shoppers). 

3│4  Conclusion 

Less than one year after the general roll-out of one-time authentication solutions among 
cardholders, the Observatory has noted that fraud in CNP payments remains high and that 
there have been problems with the introduction by online merchants of authentication solutions.  

Accordingly, the Observatory is recommending a gradual and proportionate introduction of 
one-time cardholder authentication solutions for online payments, according to a risk-based 
approach, to fight fraud effectively without hindering the growth of e-commerce in France.  

The Observatory will continue to work with all participants to raise the success rate for 
transactions conducted with one-time authentication and to carry out communication campaigns 
targeting all groups, particularly consumers, to raise awareness about protecting online 
payments. In this respect, users believe that banks are better placed than e-merchants to 
provide support in this area.  

The Observatory welcomes the steps taken by several major e-merchants, such as Air France, 
Orange Boutique and Voyages-SNCF (which is moving its riskiest transactions from July 2011), 
to implement authentication systems for card payments. This should bring about a material 
improvement in the proportion of transactions protected using one-time authentication and 
reduce this type of fraud going forward. 

The Observatory considers the creation of the European Forum on the Security of Retail 
Payments, under ECB supervision, as an important development, which should help to make 
online card payments safer within Europe.  

The Observatory has found that online shoppers have a broadly positive experience with 
security solutions. In all, eight out of ten online shoppers say that they have already heard of 
these solutions, 96% of them feel that one-time authentication solutions make online card 
payments safer, and 80% do not in principle view the solutions as a hindrance to the purchasing 
process. However, measures are still needed to mitigate the problems encountered when using 
these solutions and to reduce the situations where purchases cannot be completed. 
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4 │ TECHNOLOGY WATCH 

4│1  European standardisation and security 
in the area of payment cards 

The European Payments Council (EPC28) is the representative body for the banking industry 
that is in charge of developing and promoting SEPA instruments, of which the payment card is 
one of the most important. Different approaches have been taken to harmonising SEPA 
instruments. In the case of direct debits and transfers, new instruments have been created 
(SDDs and SCTs) for schemes specified by the EPC with which all European banks must 
comply. In the case of cards, the EPC is endeavouring to define the rules and principles that will 
allow payment cards issued within SEPA to be accepted everywhere under the same 
conditions. These rules and principles make up the SEPA Cards Framework and have been 
translated into technical requirements in the SEPA Cards Standardisation Volume - Book of 
Requirements. 

Ever since the SEPA Cards Framework was published in 2005, the Observatory has regularly 
stressed the importance of taking a harmonised approach to standardisation and certification 
within SEPA. Since the last progress report, which appeared in the Observatory's 2007 Annual 
Report, significant headway has been made in all areas of interface between the parties to card 
transactions. 

Card payments involve multiple participants (including holders, merchants, technical providers, 
financial institutions and, potentially, exchange systems), which must be capable of exchanging 
the transaction data. To make these exchanges possible, the hardware and communication 
protocols used by card payment schemes – in particular for cards, terminals and the servers 
employed by acquirers and issuers – must be standardised. 

The expected benefits of such an approach consist chiefly in simplifying the technical resources 
that card scheme participants have to deploy and increasing interoperability between different 
schemes. This study offers a new stocktaking of the current initiatives aimed at achieving these 
objectives, widening the scope to encompass card-not-present (CNP) payments and 
contactless payments, as well as data protection methods on the acquisition side.  

                                                 
28  Terms in italics are explained in the glossary. 
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Security in face-to-face card payments 
Box 5: How SEPA is affecting technical standards 

Largely unchanged since 2007, the current European landscape features a patchwork of 
compartmentalised four-party card schemes. Cross-border card payments are therefore mainly 
processed through the international networks, although domestic schemes may enter into acceptance 
agreements.  
The schemes have their own exchange protocols (governing exchanges between the card and the 
terminal, between the terminal and the acquirer's server, between the acquirer's and issuer's servers), 
because they may implement standards (as is the case with EMV) differently.  
European standardisation work should result in the adoption of common specifications for all phases of 
the card payment cycle, as described in the following diagram: 
 

 

The standardisation work referred to here was already underway when the Observatory 
conducted its last study29. Readers interested in the technical details of the various standards 
should refer to that study. 

Card/terminal interface standardisation 
 

 

                                                 
29  Cf. chapter 3.1 (p. 27) "Security of card payments and European standardisation", 2007 Annual Report. 
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The aim here is to address standardisation needs for the specifications governing cards, 
terminals and card/terminal exchanges, so that cards can be accepted at any terminal in SEPA. 
However, the same cards also have to be compatible with terminals outside SEPA. In 2005, the 
EPC selected the EMV technical specifications prepared by EMVCo, a consortium of the largest 
international card schemes30, to set the standards in this area. 

• Cards:  

Magnetic stripe cards meet ISO 7811, the standard that lays down the specifications for the 
magnetic stripe, its location on the card, the encoding technique and the properties of the 
encoded characters. 

In the case of chip cards, the EMV standard provides various options that may result in different 
implementation approaches by individual card schemes. For this reason, in 2003 the CIR 
Technical Working Group 31 began work on a set of core specifications for SEPA, which 
prompted EMVCo to publish a 2005 document setting out the minimum specifications required 
for payments in EMV mode (Common Payment Application - CPA). While French "CB" cards 
are not currently compatible with these specifications, "CB" terminals implement them already.  

• Mobile phones: 

There has been some discussions more recently about originating payments by mobile phone in 
face-to-face payments (as well as in remote payments, an area under development). However, 
the challenge is to ensure the same level of security as for card-originated payments, while 
taking into account the specific features of that instrument. A range of initiatives have been 
undertaken to establish a set of core security standards for mobile phone components involved 
in payment transactions and for communications between phones and payment systems. 

As part of this, the EPC, which is aiming to publish SEPA Interoperability Implementation 
Guidelines for Remote Card Payments, has signed cooperation agreements with GSMA (see 
below), Mobeyforum, GlobalPlatform and Association Européenne Payez Mobile (AEPM), in a 
bid to harmonise security practices for this method of originating card payments. These 
initiatives have enabled the EPC to publish a white paper on mobile payments, reflecting its 
involvement in this area32. In addition, standardisation is now underway, notably in the areas of 
managing payment applications on SIM cards and defining a secure environment for SIM 
cards33. 

• Terminals:  

CIR-TWG also established functional specifications for terminal security, known as SEPA 
Financial Application Specifications for SCF Compliant EMV Terminals (SEPA FAST). The 
specifications include a single model to describe the steps that go into a transaction sequence, 
as well as common display rules and standardised messages. SEPA FAST is divided into three 
parts, dealing with attended payment terminals, unattended payment terminals and ATMs 
respectively. The first part was finalised in 2010 and is currently being revised to include 

                                                 
30  American Express, JCB, MasterCard and Visa. 
31  The Common Implementation Recommendations – Technical Working Group (CIR-TWG) is a working group made up of 

European EMV users. 
32  Published on the EPC website (http://www.europeanpaymentscouncil.eu), the white paper will be amended in 2011 to 

include a more detailed analysis of mobile remote payments. 
33  The protection profile for SIM cards, published in late 2010 and based on work by the AEPM, is founded on the common 

criteria methodology (cf. Observatory's 2008 Annual Report, Box 12 p. 49), with a high level of security (EAL4+). 
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contactless payments. The second part is currently being drafted, while work has not yet started 
on the third part. 

The international card schemes also require manufacturers of terminals and UPTs to comply 
with Payment Card Industry – PIN Entry Device (PCI PED) and PCI - Unattended Payment 
Terminal (PCI UPT) rules34. Because of the many co-badging agreements35 between these 
schemes and domestic schemes (as with cards issued by the "CB" Bank Card Consortium in 
France, for example), the rules set by PCI SSC (cf. below) have become de facto standards. 
They seek to ensure that the level of physical and logical protection for devices is enough to 
provide a high degree of security for the data processed by these devices. 

The Observatory notes that the ERIDANE Group36, which was in charge of preparing 
specifications for the various components of acceptance equipment (keyboards, screens, 
readers, software, and so on) has ceased its work and has not taken on any new initiatives 
since the 2007 Annual Report was published. 

* * * 

The Common Approval Scheme (CAS)37 group established minimum security requirements for 
cards and terminals to harmonise practices within SEPA and enable implementation of the 
future harmonised European certification framework (cf. § 4). The EPC adopted these 
requirements and is including them in version 5.5 of SEPA Cards Standardisation Volume – 
Book of Requirements38, which is currently being drafted. 

• Exchanges in contactless mode 
 

 

Most contactless payments, whether they are originated by card or mobile phone, are carried 
out using Near Field Communication (NFC) technology, which has established itself in recent 
years on the short-range wireless communication market by virtue of its compatibility with 
devices used in the transportation sector and because it has been recognised by international 
standard-setters such as ISO and the European Telecommunications Standards Institute 
(ETSI). 

                                                 
34  Cf. chapter 1 (p. 9) "Are PCI security measures suited to the French market?", 2009 Annual Report. 
35  In a co-badging arrangement, a card bears the logos of partner card schemes. 
36  ERIDANE comprised European card payment schemes, terminal manufacturers and merchants. 
37  CAS brings together the main European and international card schemes. 
38  Document prepared by EPC based on the SEPA Cards Framework and setting out functional and security requirements 

for cards and terminals. 
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Exchanges in contactless mode are governed by standards based on and similar to those in 
effect for payments in contact mode. Specifically, in 2005 EMVCo issued EMV Contactless 
Specifications for Payment Systems and the EMV Contactless Communication Protocol 
Specification, which detail the minimum functionalities required for cards and terminals in a 
contactless transaction, regardless of the application used (card schemes continue to be in 
charge of the application). EMVCo updated these specifications in 2007. 

More recently, EPC signed an agreement with GSM Association (GSMA), whereby the two 
partners prepared a joint document describing the roles of the parties involved in delivery and 
lifecycle management of payment applications stored on mobile phone SIM cards, as well as 
related processes. 

Standardisation of the terminal/acquirer interface 
 

 

Standardisation of the terminal/acquirer interface is an important issue for the SEPA project, 
because it is needed to enable merchants to freely choose the party that they want to process 
authorisation, acquisition, terminal management and other tasks. 

Each individual card scheme may currently use a proprietary protocol (such as the CB2A 
protocol prepared by the "CB" Consortium). While these protocols may be based on an 
international standard (ISO 858339 for acquirer/issuer exchanges but used by extension for 
terminal/acquirer exchanges), they make it impossible to guarantee total interoperability within 
SEPA. The Electronic Protocol Application Software (EPAS) consortium was founded to 
address this situation and create a protocol of the same name based on ISO 2002240 to govern 
the exchange of financial messages. The development of EPAS has been divided into several 
phases: specifications for terminals (data protection during transfers) are currently being drawn 
up, while specifications for merchants' systems (separation of purchase and payment 
transactions) are being adapted to reflect conditions on the North American market. Finally, ISO 
is publishing specifications for the protocol governing communication between merchants and 
acquirers. 

* * * 

Work by the CIR group and by EPAS, which led to the publication of the SEPA FAST (first part) 
and EPAS standards, will be the subject of operational testing as part of the Open Standards for 
Cards (OSCAR) project. OSCAR is currently in preparation and is expected to involve 
representatives from across the acceptance and acquisition chains. 

                                                 
39  Specifications for the exchange of financial transaction card-originated messages.  
40  ISO 20022 is also called UNIFI, for UNIversal Financial Industry message scheme. 
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Standardisation of the acquirer/issuer interface 
 

 

Exchanges between the servers of issuers and acquirers represent the last link in the payment 
chain where there are still obstacles to implementing one of the principles established by the 
EPC, namely separation of acquisition structures and governance bodies of card payment 
schemes41. 

At present, ISO 8583-based exchange protocols dominate and are especially used by the 
international networks. While the EPC has not begun work aimed at preparing a new standard, 
it is currently studying, within the ISO TC68 – WG9 group, the possibility of using ISO 20022 
(see above). No decision has yet been taken on whether one standard should be prioritised 
over the other.  

Protecting payment transactions in online purchases 

Interface for entering personal data online 

There is no standard for the procedures governing the entry by cardholders of personal data 
when making an online purchase. While the type of information requested (name of cardholder, 
PAN, card expiry date, CVX2 at payment) reflects operational constraints placed on merchants 
(related to customer identification) or issuers (related to cardholder authentication, cf. below), 
there are no major international standards in place. 

In France, entering the CVX2 when making a purchase is mandatory because of contractual 
obligations linking merchants to their acquiring banks ("CB" or MasterCard acceptance 
agreement). But the same is not true for purchases carried out using a Visa-only card (i.e. one 
that is not co-badged with "CB"). 

While these rules are not harmonised within SEPA and remain under the responsibility of the 
domestic and international card schemes, the EPC is nevertheless planning to publish a 
resolution42 aimed at making it mandatory to enter the CVX2 for all purchases. To this end, from 
January 2012 onwards, acquirers will be required to send the CVX2 to issuers, and issuers will 
be required to refuse to authorise transactions if the CVX2 is not provided or if the wrong CVX2 
is provided. This will not apply to recurring purchases, however, since merchants are not 
expected to keep the CVX2 in their systems. 

                                                 
41  Also known as the unbundling of the SCF. 
42  The draft resolution is called "Preventing Card Fraud in a Mature EMV Environment". 
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Cardholder authentication  

Similarly, there is no standard for authenticating the cardholder, who has already been identified 
by his or her name and card number. Visa Inc. has developed 3D-Secure, a technical 
architecture and protocol that allows the issuing bank to authenticate the customer in each 
online transaction. This type of solution offers incentives for acquirers and merchants, which get 
to shift the liability for fraud to the issuing bank. MasterCard and JCB have now started using 
the 3D-Secure architecture as well. Although applicable since 2005, 3D-Secure was not 
adopted on a major scale in France until 1 October 2008, when the "CB" Bank Card Consortium 
introduced the 3D Secure liability shift for domestic transactions. 

3D-Secure does not require any particular authentication method, and many banks 
implemented it in 2008 using static cardholder authentication techniques. In the wake of 
recommendations issued by the Banque de France in July 2008 and applicable to all 
cardholders from July 2010, French banks have taken steps to provide customers with one-time 
authentication methods based on one-time passwords (OTPs)43. The EPC's draft resolution also 
has a section on using systems that permit dynamic authentication, with a view to having these 
systems in general use by end-2013. In its Seventh SEPA Progress Report published in 
October 201044, the Eurosystem stressed the need for all European stakeholders to adopt 
enhanced authentication mechanisms for online card payment transactions. 

Data protection on the acquisition side 

PCI measures, which are established by the Payment Card Industry Security Standards Council 
(PCI SSC), apply globally to many participants in the acceptance and acquisition chains 
(acquiring banks, merchants, service providers operating payment platforms, etc.). They apply 
to cross-border transactions, as well as to domestic transactions in the case of cards that are 
co-badged with a national scheme. A fuller description of these measures, which act as de facto 
standards, can be found in the Observatory's 2009 Annual Report (chapter 1, p. 9). This section 
will focus on PCI DSS45 measures, which are designed to protect data transmitted through or 
stored in acquirer information systems. 

The EPC is engaged in a similar approach in this area, using ISO 2700X standards46 to ensure 
data security. Given the high level of security for transactions in EMV mode, the Council is 
recommending that PCI measures be applied to all transactions conducted in stripe mode or 
remotely. 

Certification47 

To ensure that cards and terminals offer a level of security consistent with current market 
standards, the EPC has also held discussions with a view to creating a harmonised certification 
framework in Europe. The goals involve making sure that certification bodies are independent of 
card payment schemes and enabling the mutual recognition of certifications granted within 
SEPA.  

                                                 
43  This approach is also known as dynamic authentication. 
44  Available at: http://www.ecb.int/press/pr/date/2010/html/pr101022_1.en.html 
45  PCI Data Security Standard. 
46  Series of standards dedicated to information security, establishing the framework for implementing a security management 

system, a catalogue of security measures and a risk management process. 
47  Certification processes were tackled in the Observatory's 2008 Annual Report, ch. 4 p.47. 
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In this regard, the EPC is relying on the work of the CAS group, which seeks to establish 
security requirements for cards and terminals (cf. above) and a common evaluation 
methodology based on the common criteria methodology (cf.  2005 Annual Report, Box 12, 
p. 45). 

The EPC is working closely with the CAS group to validate the security requirements and set up 
a Certification Management Body (CMB), whose role will be to facilitate the mutual recognition 
of certificates issued by domestic and international certification authorities and, more generally, 
to regulate the evaluation and certification process. In parallel, CAS has launched the Open 
Standards for Security and Certification (OSeC) project, which is intended to assess the 
technical and economic feasibility of a terminal security evaluation process using the common 
criteria methodology. The procedures for coordinating the work of the OSeC, which brings 
together the main domestic and international card schemes, and that of the future CMB, remain 
to be determined. 

Timetable for preparing and implementing standards  

The following table shows a forecast timetable for preparing and implementing the initiatives 
described above, similar to that provided in the 2007 Annual Report. 
 

Conclusion 

Interoperability between different payment schemes in Europe remains a major issue for the 
cards portion of the SEPA project, a fact reflected by  the many initiatives underway which cover 
all the areas of interface between cards, terminals and acquirer and issuer servers. Most of 
these projects, which are being led by the EPC or other ad hoc industry groups, were already in 
progress when the Observatory carried out its last study in 2007. Although many of them have 
fallen behind schedule, the current efforts to establish harmonised standardisation and 

Box 6: Timetable for preparing and implementing standards 

Specifications Initiative  Mandatory Standard 
available Implementation 

Card - Terminal    
EMV card and terminal standards EMVCo Yes Available CB 100% EMV 
EMV detailed implementation recommendations 
for cards and terminals (CPA) 

CIR / EMVCo  - Available CB terminals 
compatible with 

CPA 
Functional specifications for terminals  SEPA-FAST  - End-2011 From 2011/2012 
Security requirements for cards CAS Yes Available From 2010 

Terminal – Acquirer    
Functional and security requirements  EPAS  - End-2010 From 2012/2013 
Security requirements for terminals CAS Yes End-2010 From 2011 
(ERIDANE has ceased its work, while EPAS is no longer working towards detailed technical specifications) 
    
Acquirer – Issuer    

Functional requirements TC68 – WG9  - Early 2011 From 2012/2013 
(A2IEG is no longer working towards detailed technical specifications ) 

Certification    

Common security requirements CAS Yes End-2011 From 2011 
Common security certification methodology CAS Yes End-2010 From 2011 
Common functional certification methodology CAS -  2008/2010 From 2011 
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certification frameworks within SEPA show real determination among stakeholders to work 
together to achieve this goal. The Observatory encourages them to pursue their work across all 
parts of the payment chain.  

The Observatory recommends that SEPA participants continue to collaborate with international 
standard-setters, such as PCI SSC and EMVCo, and become active members in their 
governance bodies in order to be more involved in the standard-setting process. Only 
determined lobbying to have European interests taken into account in this process will ensure 
the establishment of a harmonised framework of standards for participants operating globally. 

The Observatory also recommends paying special attention to the new contactless and mobile 
methods for originating face-to-face payments. These techniques, which have emerged 
recently, are likely to enjoy rapid growth in the short and medium term. In this context, they need 
to offer the same level of security as that currently applicable to payments in contact mode. 
Participants should thus take similar steps towards harmonisation. 

Online payments, which are also growing quickly and which suffer from higher fraud rates than 
face-to-face payments, would also benefit from standards covering cardholder authentication 
and the procedures for entering personal data online and sending them to acquirers.  

For these reasons, the Observatory welcomes the messages contained in the Eurosystem's 
Seventh SEPA Progress Report aimed at: 

– promoting the widespread introduction of enhanced authentication solutions for 
card-not-present payments, building on initiatives conducted by the Banque de France 
since 2008 within the banking community, 

– creating a European Forum on the Security of Retail Payments, under the supervision of the 
Eurosystem and national bank supervisors. The new entity (created early 2011) will seek to 
harmonise and enhance security for all payment instruments, including cards, in Europe. It 
would be helpful to expand its membership to ensure that all market participants take part in 
the initiative. 

 

Glossary 

AEPM (Association Européenne Payez Mobile): French association of banks and telecoms operators that 
seeks to promote the development of mobile phone payment solutions in Europe by drafting technical and 
functional specifications and by conducting pilot trials in major French cities. 
A2I-EG (Acquirer to Issuer Expert Group): working group comprising domestic card schemes ("CB", ZKA, 
SIBS, etc.) and international schemes (MasterCard, VISA), as well as bank representatives (FBF), the 
EPC, processors (Equens) and industry representatives (CECA). The group analysed the options for 
convergence in acquirer-to-issuer standards. It was replaced by ISO TC68 – WG9. 
CAS (Common Approval Scheme): international working group comprising domestic card schemes ("CB", 
ZKA, 4B, etc.) and international schemes (Visa, MasterCard), plus processors (Atos), bank 
representatives (UK Cards Association) and certification bodies (Paycert). The group is working to 
establish security requirements for cards and terminals and implement a harmonised certification 
framework. 
CB2A (Cartes Bancaires Accepteur Acquéreur): standard for exchanges between accepting and acquiring 
systems, developed by the "CB" Bank Card Consortium. 
CIR-TWG (Common Implementation Recommendations – Technical Working Group): a European 
working group comprising the bodies in charge of implementing the EMV standard (card schemes, 
processors, manufacturers). In 2003, the group was put in charge of the harmonisation process for EMV 
specifications, with a view to establishing the minimum requirements in this area. Its work led to the 
publication by EMVCo of the EMV CPA specifications. 
 



 

50 2010 Annual Report      Observatory for Payment Card Security 

Glossary (continued) 

CMB (Certification Management Body): governance structure established as part of the harmonised 
European certification framework defined by the EPC. It brings together representatives from all 
stakeholders in the card ecosystem. Its exact role still remains to be determined. 
CPA (Common Payment Application): functional description of a payment application complying with the 
Common Core Definitions (CCD), which establish the technical foundations needed to conduct an EMV 
transaction.  
EMV (Europay MasterCard Visa): international standard defined and maintained by EMVCo and aimed at 
protecting exchanges between chip cards and terminals in face-to-face payments (contact or contactless). 
Elements subject to EMV specifications are covered by security evaluations and approval processes. 
EPAS (Electronic Protocol Application Software): initiative involving terminal manufacturers, domestic and 
international card schemes, processors, manufacturers and research organisations, aimed at establishing 
a protocol for communications between terminals and acquirer servers.  
EPC (European Payments Council): body representing the banking industry and in charge of developing 
and promoting SEPA instruments. 
ERIDANE: project launched by the Berlin Group (a body comprised of card schemes, processors and 
manufacturers) aimed at establishing a security standard for payment terminals. 
ETSI (European Telecommunications Standards Institute): body in charge of setting IT and 
telecommunications standards (including mobile, radio and Internet communications). 
FAST (SEPA - Financial Application Specifications for SCF Compliant EMV Terminals): specifications 
governing the different stages of card/terminal transactions and establishing common display rules and 
standardised messages.  
GlobalPlatform: international association in charge of drafting technical specifications for the applications 
embedded in cards, payment solutions and systems. GlobalPlatform, which brings together 
representatives from every part of the card payment chain, has also done work on mobile phone 
payments since 2007, with the aim of standardising over-the-air downloads of payment applications and 
the procedures for managing such applications.  
Mobeyforum: forum created in 2000 and comprising financial institutions, manufacturers, processors and 
international networks, which seeks to develop use of mobile technology in financial transactions. 
OSCAR (Open Standards for Cards): project that will ultimately involve card schemes, manufacturers, 
processors, laboratories, banks and merchants (currently at the recruitment stage). The aim is to test new 
standards in the card-terminal-acquirer area (SEPA-FAST, EPAS and CAS requirements for terminals), 
and to establish a certification process. 
OSeC (Open standards for Security and Certification): project intended to assess the technical and 
economic feasibility of a terminal security evaluation process using the common criteria methodology 
recommended by CAS. 
PCI (Payment Cards Industry): represented by its Security Standards Council (SSC), which is made up of 
the founding members (international card schemes), this body sets security standards aimed at protecting 
data (PCI DSS), terminals (PCI PED and UPT) and payment applications (PA DSS). 
SCF (SEPA Cards Framework): document drafted by the EPC and setting out the rules and principles 
applicable to card schemes wishing to comply with SEPA standards. 
SCT: SEPA Credit Transfer. 
SDD: SEPA Direct Debit. 
SEPA-FAST (SEPA – Financial Application Specification for SCF Compliant EMV Terminals): 
specifications related to the functioning of cards and terminals and defining common display rules and 
standardised messages. 
SIM (Subscriber Identity Module): chip used in mobile telephony to store information on a mobile network 
subscriber. 
Volume (SEPA Cards Standardisation Volume - Book of Requirements): SCF technical requirements.  
ZKA (Zentraler Kreditausschuss): professional association of German banks. 
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4│2  Security of payment modes using prepaid cards 

In its 2007 Annual Report, the Observatory conducted an initial stocktaking of prepaid card 
solutions in France. The study highlighted two types of products: one group where the card's 
value is stored on a server; the other where value is stored on the card itself. It also discussed 
the related security challenges. 

Recent developments in prepaid cards, featuring a constantly expanding range of participants 
and uses, have prompted the Observatory to update the part of the study that deals with cards 
whose value is stored on a remote server. While the market share of prepaid cards is still small 
in terms of issuance and acquisition, distribution of these cards is growing rapidly and may 
further increase with implementation at European level of the new status of electronic money 
institution introduced by the new European Electronic Money Directive. 

The study will thus consider the characteristics of these cards, different processes associated 
with using them (activation, loading, etc.), as well as the regulatory regime applicable to the new 
participants, which will be amended in the upcoming months as France transposes the new 
Electronic Money Directive. It will also look at the key issues raised by these new instruments. 

The study will consider only four-party cards and exclude single-name cards (gift or loyalty 
cards, for example), in keeping with the Observatory's mandate. 
 

Market Issuance
(number of cards) 

Acquisition 
(transactions) 

 Volume Value 

Share of prepaid cards < 1% < 0.01% < 0.02% 

Source: Banks and member schemes of the Observatory that were contacted as part of this study 

Table 12 – Indicative market share of prepaid cards in France 

Different types of prepaid cards  

This study looks at cards whose value is stored on the issuer's server. Such cards make up the 
lion's share of prepaid cards that are available on the market. Prepaid cards whose value is held 
on the card itself (Moneo electronic purse in France) are therefore not addressed in this report. 
For a description of Moneo cards, see the Observatory's 2007 Annual Report (chapter 1.2, 
p 13). 

Description 

The prepaid cards covered by this study may be divided into three main categories, by 
distribution channel: 

– prepaid cards may be distributed by a credit or a payment institution. Often the result of a 
partnership with a private firm, they are designed to target a specific type of customer 
group, such as young people, for example, by providing them with a way to control 
spending while benefiting from loyalty programmes offered by the partner. French credit 
institutions and telecommunications operators, for example, may come together to form a 
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joint financial holding company that then issues such cards48. Some credit institutions also 
issue cards in their own name, while offering similar loyalty programmes49; 

– a second group comprises cards provided by businesses, banks, insurers, merchants and 
the public sector as a means to pay benefits to individuals. For example: 

 companies may use them to pay business expenses or certain special advantages; 

 banks and insurers may use them to pay out compensation and reimbursements; 

 merchants may use them to pay business expenses and offer gift cards; 

 the public sector may use them to pay social security and other benefits. 
 
These bodies or businesses are responsible for recharging the cards, since they were 
distributed at their initiative50; 

– third, many cards are now available online or from merchants – from neighbourhood shops 
to large retailers – that have built up experience in marketing non-bank, phone and loyalty 
cards. Based on a partnership between a private firm and a card payment scheme such as 
Visa or MasterCard, this type of venture seeks to combine the expertise of these firms in 
electronic payments (marketing and operational management of cash flows) with the card 
payment scheme's extensive network. The card issuer is usually located abroad51.These 
prepaid cards may also be virtual cards that are distributed and useable only online. 

The regulatory, anti-laundering and security recommendations set out below apply especially to 
the third group, which is responsible for most of the market growth. The study will therefore 
concentrate on this category when examining the different types of usage and processes, as 
well as the regulatory and security aspects. 

The role of the different participants in the lifecycle of prepaid cards is detailed in the section 
that deals with regulatory aspects. 

Types of card usage  

Prepaid cards may be used wherever the associated payment scheme's cards are accepted, 
and can thus be used to make purchases and withdraw cash, just like a conventional payment 
card.  

To ensure that usage does not exceed the funds available on the issuer's servers, all payments 
and withdrawals must be authorised.  

Compared with a conventional payment card, prepaid cards can be used to promote new types 
of usage or to meet certain objectives, as described below.  

Allow people who do not have a bank account to use a payment card  

Prepaid cards offer a way for people without bank accounts to obtain a payment instrument that 
can be used across the associated card payment scheme's entire acceptance network as these 
cards are issued as part of a cooperation agreement with the latter. They are very similar to the 

                                                 
48  For example, the Jump card (by BNP Paribas and Orange) is issued by OBPS, a financial holding company. 
49  Examples include LCL's Indépendance card, Crédit Mutuel's Independence Day card, and Crédit du Nord's Prepaid card. 
50  Examples include Prepay Solutions (Edenred and MasterCard) and Visa Liberty cards. 
51  Examples include the Prepaid Card Services (PCS), Toneo First, Ecocard and Net+ Prepaid cards. 
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anonymous cards described below. Holders can increase their maximum reload amount by 
providing proof of their identity to the payment service provider that manages the card. 

Allow people to pay anonymously when shopping online 

Prepaid cards also meet the need to act anonymously in certain online situations, such as adult, 
dating and especially gambling websites, which have expanded considerably since the 
implementation of the special legal framework in 2010. These sites use their wide range of 
options in terms of loading accounts or purchasing flat-rate amounts as a marketing tool in the 
same way as special offers. 

Although the firms that are involved in distributing such cards tend to be electronic money 
account managers, this activity is generally not their main line of business. Rather, the cards 
function as payment instruments linked to pre-existing accounts. 

These cards can thus be used to pay for purchases across the entire acceptance network of the 
card payment scheme to which the prepaid card is affiliated. The debited account (previously 
loaded by credit transfer, bank card, reload purchased for cash, etc.) is the electronic money 
account kept by the institution. There are many such cards52.  

These cards may remain anonymous up to certain levels (see anti-laundering rules below). 
Above those levels, the cardholder must prove his or her identity to the payment service 
provider that manages the card. 

Allow person-to-person fund transfers  

Cards that may be used for person-to-person transfers are distributed as a two-product solution: 
a main card, which the holder loads using conventional means of payment (cash, bank card, 
credit transfer), is used to reload, either online or by text message, a secondary card held by 
another person53. This type of solution is designed to compete with the conventional fund 
transfer solutions aimed particularly at migrant workers54. It does away with the need for 
physical offices where funds can be picked up, replacing them with the extensive acceptance 
networks of card payment schemes.  

Different processes associated with using the cards 

Card activation  

Activation of a prepaid card (1) should be distinguished from PIN management (2) and 
cardholder identity verification (3), since these three processes are generally distinct and 
sequential: 

(1) prepaid cards are usually activated online or by sending a text message, depending on the 
arrangement in place with the electronic money account manager. Some managers also link 
activation of the card to the number of the mobile phone used to send the first text message. 

                                                 
52  Examples include Net+ Pay (Neteller and MasterCard partnership), Ultreia (Ticket Surf International and MasterCard), 

Ecocard (PSI-Pay and MasterCard), Toneo First (Central Telecom and MasterCard) and PCS (Creacard and 
MasterCard). 

53  Visa's Transcash services are an example of this type of solution. 
54  Such as Western Union. 
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Reloads or subsequent transfers by text message may then be carried out only with the phone 
that was used to send the activating message; 

(2) activation of the card may trigger transmission of the card's PIN. The PIN may also be 
mailed out, in which case the procedure is independent of activation; 

(3) verification of the cardholder's identity, which must be performed to raise the maximum 
payment and withdrawal amounts, usually happens separately from and after activation. Prior to 
verification, the holder may use the prepaid card up to the limits set by the electronic money 
account manager55, which must comply with anti-money laundering and counter terrorist 
financing rules. 

Loading/reloading 

There are many ways to reload a card whose value is stored on the issuer's servers:  

– the holder may buy a reload PIN either from a distributor authorised by the issuer, the 
account manager or online. To reload the electronic money account, the holder enters the 
PIN on the issuer's (or account manager's) website. The prepaid card may then be used up 
to the balance on the account.  

The card can also be reloaded by sending a text message or calling an interactive voice 
mail service. In the first case, the holder sends a text message to a number given by the 
issuer, using a predefined format that includes his and the receiving account numbers, the 
amount and a previously-obtained PIN. In the second case, the holder types the information 
on the phone pad, following the instructions given by the voice mail service. 

The prepaid card is not directly involved in the reload process in the following cases;  

– in the case of an online reload, the payment service provider/electronic money 
account-keeper is treated as an online merchant. Funds are therefore placed on the 
relevant account using one of the payment instruments available to the cardholder 
(payment card, credit transfer, etc.);  

– finally, a card can be loaded by means of an electronic money transfer from another card. 
This is an account-to-account transfer, conducted either by entering the instructions on the 
issuer's (or account manager's) website, or by sending a text message as described above. 

Using the card  

Because prepaid cards are typically covered by agreements between the issuer and an 
international network, their usage is modelled on that of a conventional payment card. However, 
transactions must always receive online authorisation to ensure that usage does not exceed the 
funds on the electronic money account. 

Aside from this last characteristic, prepaid cards may be used for payments in contact or 
contactless mode or by mobile phone, just like a conventional payment card.  

Reimbursing funds  

Depending on the case at hand, either all or a portion of the funds that have been placed in an 
electronic money account to which the payment card is linked may be reimbursed to the 

                                                 
55  See the regulatory section on anti-laundering arrangements. 
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account holder (and hence to the cardholder). Reimbursements may be made before the card 
expires, but the cardholder's identity must be verified if a certain maximum amount is exceeded. 
This amount is likely to change with the transposition of Directive 2009/110/EC (see below, 55). 

Incident handling  

Prepaid cards have an expiry date just like a conventional payment card. Once the period of 
validity runs out, they may not be used or reloaded. 

If the card is stolen, the holder should block it by contacting the manager of the associated 
electronic money account (not the issuer, which is often located outside the country). The 
manager should provide a special number for reporting stolen cards or ask holders to call 
customer service. Transactions are then blocked, and a new card may be issued. 

Cardholder liability for expenses incurred before and after a card is blocked follows the regime 
applicable to conventional payment cards in accordance with the transposition into French law 
of the Payment Services Directive (see the Observatory's 2009 Annual Report, Annex A, p. 59). 
Specific contractual clauses may also apply to low-value payments, in accordance with Articles 
L. 133-28 et seq. of the Monetary and Financial Code. 

Regulations applicable to prepaid cards 

The Autorité de Contrôle Prudentiel (Prudential Supervisory Authority – ACP) is in charge of 
authorising financial entities seeking to issue and manage prepaid cards on French territory, 
and for receiving notifications of activities passported in France under either the freedom to 
provide services or the freedom of establishment. The list of authorised financial entities is 
published on the Banque de France website. 

The ACP is also in charge of supervising financial entities established in France.  

Meanwhile, the Banque de France is responsible for ensuring the security of non cash means of 
payment and the appropriateness of the security standards put in place. It makes sure that 
payment systems are secure and function smoothly, in accordance with the task assigned to it 
by French law under Article L. 141-4 of the Monetary and Financial Code. 

In the final quarter of 2011, transposition of Directive 2009/110/EC on the taking up, pursuit and 
prudential supervision of the business of electronic money institutions will change the legal 
framework for the issuance and distribution of electronic money. 

Status of prepaid cards  

Prepaid cards are generally considered to be electronic money, as defined in Article 1 of CRBF 
Regulation 2002-13. The transposition of the Directive 2009/110/EC will introduce a new 
definition in the Monetary and Financial Code modelled on the current one but taking into 
account technological advances made since the first Electronic Money Directive (2000/46/EC) 
was transposed.  

Pursuant to Article 3 of CRBF Regulation 2002-13, the issuer will continue to be obliged to 
refund unused units of electronic money to holders on request. In principle, such refunds must 
be provided free of charge, except in the cases stipulated in the Monetary and Financial Code. 
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Status of prepaid card issuers 

In accordance with Articles L. 311-1, L. 311-3 and L. 511-5 of the Monetary and Financial Code, 
and in accordance with Articles 1 and 2 of the abovementioned regulation, it is necessary to be 
authorised as a credit institution to issue and distribute electronic money.  

Following transposition of Directive 2009/110/EC, only issuers of electronic money (which 
include credit institutions and electronic money institutions) authorised to operate on French 
territory shall be allowed to carry on the activity of issuing and managing prepaid cards in the 
ordinary course of their business. In other words, payment institutions will still not be authorised 
to issue and manage electronic money and, by extension, prepaid cards containing units of 
electronic money.  

The ACP authorises credit institution, under Article L. 511-10 of the abovementioned code and 
will also grant authorisations to electronic money institutions, pursuant to the provisions arising 
from transposition of Directive 2009/110/EC. A credit institution or an electronic money 
institution that is authorised in another State party to the European Economic Area Agreement 
may operate in France provided that it completes the European passport formalities56. Under the 
passporting requirements, the applicant institution must notify the competent authority in its 
home Member State of its intention to operate in another Member State. The competent 
authority then informs its fellow authority in the host country that an institution is planning to 
operate in its territory under the European passport arrangements. 

The new prudential status of electronic money institutions will largely be based on that of 
payment institutions, except that the minimum capital requirement will be EUR 350,000 and a 
new capital measurement method will be used (method D). 

Any person that unlawfully carries on the business of issuing electronic money will be liable for 
three years in prison and a fine of EUR 375,000. 

Distribution of prepaid cards 

Under the new provisions, issuers of electronic money will be allowed to ask legal entities or 
individuals to distribute electronic money on their behalf. This activity, which includes 
reimbursing electronic money, will be carried out under an agreement to outsource the provision 
of services or other essential or important operational tasks, as defined in the CRBF 
Regulation 97-02. The new provisions are expected to facilitate the distribution of electronic 
money. Currently, persons not authorised as credit institutions who perform this role are treated 
as intermediaries in banking transactions and payment services, which are covered by Articles 
L. 519-1 et seq. of the same code. 

Co-branded prepaid cards  

Some prepaid cards are co-branded, that is, an authorised issuer issues and manages prepaid 
cards that bear the name of an unauthorised company. In such cases, information must be 
provided on the card itself and in the terms and conditions of use that makes it clear that the 
card is issued and managed by an authorised issuer and that the issuer is responsible for 
refunds. The unauthorised company may only distribute the cards, under the terms provided for 
by the forthcoming provisions arising from transposition of Directive 2009/11/EC. 

                                                 
56  Provided for in Articles L. 511-21 et seq. of the Monetary and Financial Code for credit institutions, and in forthcoming 

provisions for electronic money institutions. 
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Special cases: issuance and management of prepaid cards by undertakings that are not 
authorised electronic money issuers 

Prepaid cards may be issued and managed under an authorisation waiver provided for under 
Article L. 511-7, II of the abovementioned code, subject to certain restrictions relating to the 
cards' limited scope of acceptance. Typically, this type of arrangement is used for issuing gift 
cards. The forthcoming provisions governing electronic money will include the possibility for 
undertakings to apply for a waiver from the requirement to be an authorised electronic money 
issuer. In such situations, the maximum amount that may be loaded on the card provided to 
holders will be EUR 250. To be covered by the waiver, companies must file a notification with 
the ACP. 
 

Anti-money laundering/combating the financing of terrorism (AML/CFT) regulation 

Persons or entities that issue electronic money must comply with the framework of anti-money 
laundering/combating the financing of terrorism (AML/CFT) measures provided for in Articles L. 561-2 
et seq. of the Monetary and Financial Code. As part of transposition of Electronic Money Directive 
2009/110/EC, electronic money institutions will be required to comply with AML/CFT obligations and be 
subject to ACP supervision, in accordance with Article L. 561-36 of the abovementioned code. 
Changes to the applicable AML/CFT framework are also being planned, as part of transposing of 
Directive 2009/110/EC.  
The ACP will examine the questions raised by individual cases when analysing applications for 
authorisation. In addition, the ACP's consultative commission on AML/CFT may be asked to look at 
questions pertaining to electronic money where it is felt that guidelines might be useful.  

Issues raised by the new instruments 

These new payment instruments must be accompanied by consumer protection 
measures… 

Provide support to non bank account-holders who use this type of payment card  

Some prepaid cards are not linked to a conventional bank account57 and thus offer a way for 
people without an account, on purpose or due to financial exclusion, to gain access to a modern 
and innovative payment instrument. 

These cards may be used to pay for purchases across a broad acceptance network, while also 
providing the flexibility and intrinsic security offered by cards. People who do not bank with any 
financial institution may thus use prepaid cards instead of cash, while cardholders more 
generally can use them instead of other less efficient payment instruments. 

Prepaid cards may only be used up to the amount that has been loaded onto the electronic 
money account to which they are linked. As such, they make it possible to improve control over 
routine spending, since transactions may not be carried out once the ceiling has been reached. 

However, the distribution of prepaid cards online or in neighbourhood shops should be 
accompanied by preventive measures to educate cardholders about how to use their cards 
properly and what to do in the event of an incident. Issuers and distributors of prepaid cards 

                                                 
57  This study does not look at cards issued by French credit institutions. 
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should establish adequate communication plans covering the entire lifecycle of their cards, to 
anticipate such situations. 

Ensure pricing transparency 

Pricing for prepaid cards is specific. Usually, there are regular management fees, plus fees 
levied whenever there is a reload, payment or withdrawal. Depending on the card distributor, 
these fees may be a percentage of the transaction or a flat-rate amount. 

Given the different types of pricing arrangements offered by card issuers and distributors, as 
well as the relative complexity of pricing, considering the many different ways in which cards 
may be used, participants should provide clear pricing information to customers when they 
apply for their card and each time they carry out a transaction. 

It should also be easy for a cardholder to find out about the options for redress in the event of 
an incident affecting his or her electronic money account or card (cf. below). 
 

Mediation rules applicable to prepaid cards 

The Electronic Money Directive extends the out-of-court complaint and redress procedures applicable 
to payment institutions (Art. 13) to electronic money issuers. Since payment institutions are covered by 
the banking mediation framework (Art. L 315-1 of the Monetary and Financial Code), it is this 
framework that the future legislation will extend to electronic money issuers (new Art. L. 316-1 of the 
Monetary and Financial Code). The main rules applicable in this area, which are summarised below, 
should apply to prepaid cards without any material differences. That said, emphasis should be placed 
on the special need for customer information in this category of instrument, given the nature of the 
cards themselves, but also because of the potential frequency of cross-border disputes and because 
the customer relationship is a three-way one (holder, issuer, distributor) rather than the usual two-way 
relationship. Furthermore, when drawing up recommendations, it may be that ombudsmen run into 
difficulties in terms of assessing responsibility in a dispute between an issuer and a distributor (outside 
the scope of the procedure).  
The main mediation rules applicable to prepaid cards: 
─ appoint a competent ombudsman: every prepaid card issuer must appoint an independent 

ombudsman that is competent to hear complaints or disputes brought by an individual using a 
card for non-professional purposes; 

─ cardholder information: the ombudsman's contact details should appear on the card (and/or in the 
document setting out the terms and conditions for using the card) and on the distributor's website, 
if the card is distributed online. Furthermore, issuing institutions must notify the Banking Mediation 
Committee of the identity of their ombudsman. Based on this information, the Committee 
publishes a list of ombudsmen, which may be viewed on the Banque de France's website; 

─ referring a complaint: a cardholder may refer a complaint to the ombudsman in writing after 
exhausting the possibility for redress provided by the institution's customer service department. If 
the issuer is located outside the country, the cardholder should approach the out-of-court 
complaint scheme in the institution's home Member State. Contact details for these schemes are 
provided on the FIN-NET58 website, where they may be viewed online; 

─ effects of referring a complaint: the limitation period for litigation is suspended; 
─ opinion of the ombudsman: the ombudsman has two months from when the case is first referred 

to him or her to give an opinion. The parties are free to accept or not the ombudsman's findings. If 
they accept, the opinion is sent to the parties in writing; 

─ confidentiality: the ombudsman's observations and the statements that he or she gathers may not 
be disclosed in court or to third parties, unless the parties agree to this; 

─ free of charge: the mediation procedure is free of charge. 

                                                 
58  FIN-NET is a financial dispute resolution network of national out-of-court complaint schemes within the European 

Economic Area that are responsible for handling disputes between consumers and financial services providers. 
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… and participants must remain vigilant 

Cards that may be used for person to person transfers of funds need special scrutiny by 
issuers 

Some prepaid cards may be used to transfer funds between people59 who hold cards that are 
linked to the same electronic money account. These types of transfers pose new risks, 
particularly in the area of AML/CFT. 

P2P transfers could be used for criminal purposes, for example, and notably to avoid having to 
physically transport funds. 

As a result, fund transfers should be the object of special scrutiny by issuers who should deploy 
tools allowing the constant monitoring of these transactions and put in place specific procedures 
such as the setting of threshold amounts and special identification requirements.  

Distributing merchants also have a role to play  

Cards may be distributed online or at points of sale. In the latter case, distributors may be 
neighbourhood shops or large and medium-sized retailers. In all cases, distributors must 
exercise due diligence during the stages that go into the lifecycle of prepaid cards, namely (1) 
sale of the card, (2) sale of reloads, (3) refunding the balance, if any. 

In the first two cases, checks should be carried out on the instruments used to pay for the 
purchase of the card or reload, especially if payment is in cash.  

In the case of refunds, which require a cash payment by the merchant to the cardholder, the 
merchant must check the cardholder's authenticity using any appropriate means, and in 
accordance with the contractual agreement between the merchant and the card issuer. 

Security aspects also have to be taken into account  

Security measures for conventional payment cards 

Since prepaid cards share many of the technical and functional characteristics of conventional 
payment cards, their holders are exposed to the same sorts of risks, including counterfeiting, 
theft and online compromise of card data. The Observatory has dealt with these risks in 
previous annual reports and recommended the following security measures: 
  

                                                 
59  These are sometimes called person to person (P2P) transfers. 
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Box 7 – Recommended security measures  

Type of risk  Recommended measures  See Annual Report(s) 

Counterfeiting Insert hologram 2003 

Use cryptographic processes to identify 
components 

2003 

Certification of components (card, terminal) 2005, 2007, 2009 

Theft Market-wide introduction of EMV standard 2003, 2005, 2007 

Authenticate cardholders using PIN 2007, 2009 

Set thresholds for transactions in contactless and 
prepaid mode  

2007, 2009 

Use fraud detection systems  2003, 2009 

Compromise of 
card data  

Implement anti-phishing measures, conduct 
communication campaigns 

2004, 2006 

Protect data end to end (encryption), use private 
networks  

2003, 2004, 2005, 2006, 2008, 
2009 

Use CVX2 for card-not-present transactions  2004, 2008, 2009 

Use virtual dynamic cards  2005, 2008 

Protect sensitive data by applying international 
standards  

2005, 2006, 2007, 2008, 2009 

Enhance physical security of UPTs and instant 
issue systems 

2006, 2008 

Limit use of stripe readers in UPTs  2006 

Use dedicated PAN for certain modes 
(contactless, mobile) 

2007 

Have function to deactivate radio transmissions in 
contactless mode 

2007, 2009 
 

Use cases that block radio waves 2007, 2009 

Online identity 
theft 

Enhanced cardholder authentication (also called 
one-time authentication) 

2008 
 

All of these recommendations therefore apply to prepaid payment cards. In particular, prepaid 
cards must be covered by the enhanced security measures associated with chips and have 
visual elements that provide reasonable assurance as to their authenticity. These cards also 
come with certain risks that are inherent in the account/card loading process (see below).  

Some of the prepaid cards currently available on the market have an EMV-compliant chip. As 
such, these cards offer a high level of security, on par with that of conventional four-party 
payment cards60.  

Other prepaid cards only have a magnetic stripe61, which is inherently more vulnerable to having 
its data compromised for the purposes of counterfeiting. Also, such cards may be reused at a 

                                                 
60  This security level is subject to a range of tests and certifications (see the Observatory's 2008 Annual Report, ch. 4, p. 47). 
61  Such as Transcash, Ecocard and Visa Liberty cards. 
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later stage with fraudulently obtained data (see below). For this reason, it is important that these 
prepaid cards also carry an EMV-compliant chip to protect them against this type of risk. 

However, with prepaid cards, fraud cannot exceed the amount loaded onto the account to which 
the card is linked. Prepaid cards may thus help to limit the size of fraudulent online transactions. 

Measures specific to prepaid cards and the way they work  

The security of the reload process depends on the instrument used, while prepaid cards pose 
specific risks linked to the nature of the cards themselves. 

Security of the reload process  

Prepaid cards may be reloaded using the following operating and security processes: 

a) One option is to reload the card online by crediting the account to which the card is linked. 
The account manager usually offers the cardholder several ways to do this, e.g. by card, by 
credit transfer, or by entering a code from a ticket purchased at a retailer. The security of the 
reload process thus depends on how the cardholder connects to the designated website and 
on the payment transactions themselves. 

Connecting to a personal online space is typically done by entering static data (login and 
password), which are inherently exposed to a high risk of compromise by phishing62, viruses, 
social engineering63 and other techniques. Overall security is thus dependent on the security 
of the payment transactions carried out at each reload: 

 If the underlying transaction is a card payment, it is necessary to identify the card and 
perform strong authentication of the holder, for example by using protocols such as 
3D-Secure64 or any mechanism delivering an equivalent level of security. 

 If the account is reloaded by a credit transfer from a bank account, in practice the user 
has to connect to his or her banking website to initiate the transfer. Transfers are covered 
by the Banque de France's recommendations on protecting sensitive online transactions, 
namely to use one-time authentication either when recording the payee's BIC/IBAN, or 
when placing the transfer order. 

 If the card is reloaded by entering a code obtained from a ticket, the security aspects 
concern the act of purchasing the ticket from a retailer: the acquisition of the ticket is then 
treated like any face-to-face purchase, and should be settled by means of a payment 
instrument (card, cheque, cash) employed in accordance with the relevant security rules. 

b) The card may also be reloaded by sending a text message or by calling an interactive voice 
mail service. The security of the reload process then depends on identifying and 
authenticating the cardholder. If a text message is sent, the message must usually be 
transmitted by a mobile phone whose number has been notified to the manager of the 
electronic money account. If the cardholder has to call a voice mail service, authentication is 
conducted by having the cardholder enter the card's number followed by a code known only 
to him or her.  

                                                 
62  Technique used by criminals to obtain personal data, chiefly through unsolicited emails that take users to fraudulent 

websites that look like trusted ones.  
63  Fraudulent acquisition of personal data by exploiting human and social weaknesses. 
64  Protocol implemented by Visa and MasterCard and used to authenticate cardholders in CNP purchases. See the 

Observatory's 2008 Annual Report for more details.  
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c) Finally, reloading at an ATM or payment terminal is a way to link the prepaid card to a bank 
account (case of ATMs) or to carry out a card transaction (on payment terminals). Holder 
authentication is provided by PIN entry, and the transaction is covered by the security 
measures in place for card usage (dynamic authentication, PIN verification, data encryption, 
etc.).  

Risks linked to the card itself 

Prepaid cards may also be purchased from local shops solely in order to obtain a standard card 
on which to place data fraudulently acquired elsewhere. Stripe cards are particularly vulnerable 
to this kind of fraud, particularly if the magnetic stripe technology is obsolete, thus making re-
encoding even easier. The fraud impact may be considerable, given the extensive networks at 
which these cards are accepted. 

Given these types of risks, the only adequate response is to fit these cards with EMV-compliant 
chips that allow authentication of the card itself in a face-to-face payment or withdrawal and 
physically protect sensitive data relating to the card or its holder. 

Conclusion 

This study examined reloadable prepaid cards whose value is stored on the servers of the 
card's issuer, which may be located outside the country. No new work has therefore been done 
on Moneo cards, prepaid cards distributed by French banks to targeted groups (young people in 
particular) and cards distributed by other economic actors since the study on the same topic 
published by the Observatory in its 2007 Annual Report. 

While in France the market share of prepaid cards (considered as electronic money) remains 
small in terms of issuance and acquisition, distribution of these cards is growing rapidly and may 
further increase as a result of implementation at European level of the new status of electronic 
money institution introduced by Directive 2009/110/EC. 

These cards are primarily aimed at non bank account-holders due to financial exclusion or 
people who wish to remain anonymous, particularly when shopping online, as well as migrants. 
They may be used throughout the acceptance network of the card payment scheme with which 
the issuer has signed an agreement and may be loaded up to certain limits online, by text 
message or by interactive voice mail service. This places them at the centre of the multi-channel 
payment strategies currently being pursued by many issuers. 

Given the challenges that these cards raise in terms of consumer protection, security and the 
possibilities for fraud, the Observatory issues the following recommendations: 

– while these cards enable greater control over spending since their use cannot exceed the 
amount loaded on the associated electronic money account, their distribution should still be 
accompanied by measures to protect consumers, notably by informing them about how to 
use prepaid cards and by ensuring pricing transparency; 

– given how these cards are distributed, retailers must perform due diligence to check the 
payment instruments used when selling cards or reloads and to authenticate holders when 
refunding money. The potential for these cards to be used for P2P fund transfers creates 
the need for appropriate monitoring solutions; 

– these cards have a risk profile similar to that of conventional payment cards and they should 
therefore be subject to the same security measures, both for face-to-face transactions (chip 
cards, EMV mode with PIN, specific measures for contactless payments) and for CNP 
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transactions (use of CVX2 code, security of online purchases through transmission of one-
time passwords), even if these transactions are structurally smaller than those carried out 
with conventional cards. But prepaid cards are also exposed to risks that are specific to the 
reload process and to the way they are distributed: since they may be acquired and used 
anonymously up to certain limits, they are vulnerable to counterfeiting and should be 
protected by appropriate security solutions (in particular, they should be fitted with chips). 

Implementation of these security solutions forms part of a broader European harmonisation 
process related to the expected level of security for payment instruments underway within the 
European Forum on the Security of Retail Payments (SecuRe Pay). Recently created by the 
ECB, this working group is composed of national supervisors and overseers.  

4│3  Progress on the migration to EMV 

The implementation of the EMV ("Europay, MasterCard, Visa") specifications for chip cards in 
Europe represents a major issue in the fight against cross-border fraud. It concerns both cards 
themselves and accepting systems (payment terminals, ATMs, UPTs), which need to migrate to 
the new specifications in order to achieve a uniform level of protection throughout Europe. As it 
has done in the past six years, the Observatory measured the progress on EMV migration by 
collecting statistics on the migration process in France and Europe from the "CB" Bank Card 
Consortium and the European Payments Council (EPC). These figures show that the migration 
process is underway throughout Europe, with good progress in most countries, although 
European banks within the EPC are slightly behind on their commitment to complete migration by 
the end of 2010.  

Progress on the migration to EMV in France 

Migration to the EMV standard is practically complete in France. By the end of March 2011, 
according to statistics compiled by the "CB" Bank Card Consortium, 100% of "CB" cards, 99.5% of 
payment terminals and UPTs65, and 100% of ATMs were EMV-compliant. The remaining 0.5% of 
terminals and UPTs, which are rarely used, will migrate at the time of their normal replacement. 
  

                                                 
65  The migration rate for terminals and UPTs is slightly down this year (99.5% compared with 99.8% in 2009) due to changes 

in the method for counting UPTs at motorway toll stations (previously, one toll equalled one point of sale regardless of the 
number of UPTs, but the "CB" Bank Card Consortium now counts all the UPTs used at the toll when compiling statistics). 
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Progress on the migration to EMV in Europe 

In Europe, according to the data provided by the EPC for the period going up to the end of 
March 2011, 85.6% of the four-party cards in use in the 27 countries of the European Union are 
now EMV-compliant. This represents an increase of 15.8 percentage points in comparison with 
March 2010. The actual situation varies from country to country (see Box 8). Whereas 
compliance with the SEPA interoperability rules began from early 2008 onwards, several 
countries, such as Bulgaria and Hungary, have made little progress in migrating to EMV, while 
others, including Spain, Greece and Romania, have made great advances. 

Box 8 – Deployment of EMV cards in Europe 
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Source: European Payments Council – March 2011 

Compared with last year, the map shows marked progress in card migration to the EMV standard. 
However, in several countries, such as Bulgaria, Hungary and Poland, the majority of cards are still 
non-compliant. 
EMV card deployment remains higher in the countries of Northern Europe. 
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By the end of March 2011, the migration of acquisition systems to EMV had noticeably 
progressed: 92.0% of payment terminals (see Box 9) and 96.6% of ATMs (see Box 10) were 
EMV-compliant. This represents an increase of 12 percentage points for payment terminals and 
2.2 points for ATMs in comparison with March 2010. Cross-country differences have narrowed 
substantially. 

Box 9 – Deployment of EMV terminals and UPTs in Europe  
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The countries of Northern Europe have almost caught up, and there are no longer material differences 
in migration rates with Southern Europe, where the migration process was much faster. 
Bulgaria has completed migration, and Germany has made considerable progress compared with 
March 2009. Migration has also increased in Lithuania, Sweden, Finland and the Netherlands. 
Countries nearing completion of the migration process may encounter problems replacing the last 
segments of acceptance systems that are infrequently used. 
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Box 10 – Deployment of EMV ATMs in Europe 
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The migration of ATMs is virtually complete in most countries. The data for Poland have not been 
updated since the start of 2009 and thus may not reflect the actual situation in the country. Italy is 
slightly behind the other countries, but the proportion of EMV-compliant ATMs has improved since 
March 2010. 
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5 │ SECURITY ISSUES LINKED TO 
DEVELOPMENTS IN FRENCH AND 
EUROPEAN CARD PAYMENT SCHEMES 

At a time when the future of the European payment card market requires strategic decisions to 
be made by domestic and international card schemes alike, the Observatory decided to conduct 
an assessment of the security challenges to be considered in this area.  

Currently, international card payment schemes operating in Europe offer extensive acceptance 
networks that allow holders to make payments across the continent and internationally. 
Alongside these schemes are numerous domestic four-party and three-party schemes of 
varying size.  

With the introduction of SEPA, these schemes now face two options: either they can continue to 
operate domestically, with a small acceptance network and client base, or they can extend their 
business to cover SEPA. In addition, three initiatives aimed at creating a European card 
payment scheme have been announced. 

No matter which option is taken, the decision-making process must factor in security issues that 
predate the establishment of SEPA but that have taken on a new dimension with SEPA's arrival. 
Two of these issues are particularly important, given their proven impact in terms of fraud: 
protection of cards and card data during face-to-face transactions, and the criminal reuse of 
cards and card data in card-not-present (CNP) transactions.  

The Observatory therefore decided to focus in on these two key issues. 

5│1  European security issues in the area of payment cards 

Currently, in Europe, the only available statistics on fraud come from the Observatory in France 
and the UK's national banking community66. These data point to two major trends: 

– fraud is on the rise in cross-border transactions conducted in countries that have not 
adopted EMV standards; 

– CNP transactions, particularly those involving online card payments, are particularly 
vulnerable to fraud. 

  

                                                 
66  Via the UK Cards Association. 
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Compromise of card data contained on the magnetic stripe  

The vast majority of payment cards in SEPA are now fitted with EMV chips. Aside from a few 
exceptions67, they also have a magnetic stripe that meets standard technical characteristics and 
that contains information that could potentially be reused for criminal purposes. 

Physical characteristics of magnetic stripes  

The magnetic stripes on payment cards must comply with ISO 7811, which defines the physical 
characteristics (location, size, recording density, content) of each of the three tracks (ISO1, 
ISO2 and ISO3) making up the stripe68.  

These stripes, which are on the back of payment cards, may be more or less able to withstand 
attacks aimed at copying or erasing data. High-coercivity stripes (HiCo) are intrinsically more 
resistant to data capture69. All cards issued in France have HiCo stripes. Some cards issued 
abroad but distributed in France do however still have low-coercivity (LoCo) stripes, making 
them highly vulnerable to counterfeiting. 

Data contained on magnetic stripes 

The content of the three tracks that make up magnetic stripes is standardised by ISO. 
Accordingly, these tracks contain the card number, the name of the holder, the card's expiry 
date, as well as different indicators to allow the issuer to verify the PIN70 or the card71 during a 
withdrawal or payment transaction in connected mode. 

Skimming 

This fraud technique consists in capturing the data written on a card's magnetic stripe without 
the holder realising what has happened. Skimming may affect ATMs, bank cash dispensers, 
isolated payment terminals (fuel pumps, tolls72, carparks, etc.), and, more rarely, point-of-sale 
payment terminals. 

These devices have to be physically modified so that they can be fitted with an additional 
device, called a skimmer, which is used to copy the data on the stripe before allowing the 
transaction to proceed as normal. Usually, automated terminals do not "trap" skimmed cards.  

Since the holder's PIN is not written on the magnetic stripe73, skimming is often paired with ways 
of fraudulently obtaining the holder's PIN when entered. Cameras may be installed on ATMs 
and dispensers for this purpose, their keypads may be modified to record the PIN, or someone 
may simply watch the holder during the transaction. 

                                                 
67  VPay cards (Visa), for example, were designed from the outset as chip-only cards.  
68  The tracks referred to in this document cover all the tracks that make up ISO-compliant magnetic stripes. 
69  Although high coercivity does not remove the risk of compromise altogether. 
70  PIN verification key indicator (PVKI) or PIN verification value (PVV). 
71  Card verification value (CVV) or code (CVC), often referred to as the CVX, not to be confused with the CVX2, which is 

printed on the back of the card and used in CNP transactions. 
72  Although motorway operators are engaged in projects aimed at using chips.  
73  The validity of the PIN is established using the verification values written on the stripe (PVKI, PVV), but the PIN itself does 

not appear on the stripe. 
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The captured data are then stored until the fraudster recovers the device later on, immediately 
re-encoded onto a blank card, which the criminal enters in the same device, or sent remotely to 
the criminal. 

These data may then be used in two different ways: 

– to perform CNP transactions in countries or on websites that do not ask for the CVX2 on the 
back of the card or apply enhanced holder authentication methods (such as 3D-Secure, see 
p. 73); 

– to carry out face-to-face transactions or withdrawals in countries that have not deployed the 
EMV standard. 

Skimming remains one of the most widely used fraud techniques in card counterfeiting, as 
shown by the change in the number of cases of fraud per half since 2004. In Europe, the 
amount of losses incurred by issuers as a result of skimming is down owing to the gradual 
deployment of EMV. For this reason, fraud is now shifting to countries that have not introduced 
the standard, such as the United States. 

 
Source: EAST (ATM Crime Report 1H2010) 

Table 13 –  Number of skimming cases in Europe 
and related losses  
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Reusing data in CNP transactions  

The value and number of CNP transactions have been growing steadily for the last few years. 
Online card payments may account for a small share of all card payments (8.6% in France in 
2010), but they now account for the majority of card fraud (see below) and accordingly 
represent a key issue in current discussions about the future of card payment schemes in 
Europe. 

 
Source: Observatory for Payment Card Security 

Table 14 – Fraud in card-not-present payments as a percentage  
of total fraud in France  

 
Source: Financial Fraud Action UK – "Fraud the facts 2010"  

Table 15 – Fraud in card-not-present payments as a percentage  
of total fraud in the UK  
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Channels exposed to fraud in CNP payments  

CNP payments may be made online, by mail or over the phone (the last two are referred to as 
MO/TO payments74). 

These channels differ in terms of the way in which the data required to perform the transaction 
are gathered: online, for example, transactions between the consumer and the servers of the 
acquirer or issuer may be totally automated. By contrast, some MO/TO transactions require an 
intermediary (generally the merchant's customer department) to be involved when transaction 
data are entered, making them harder to protect. 

Data used for CNP payments  

The data used to carry out CNP payments (name, card number and expiry date) may be 
fraudulently obtained by several means: 

– skimming (see above); 

– stealing the card itself; 

– capturing data through phishing. 

CVX2 codes were introduced to the backs of cards to prevent captured data through skimming 
or phishing from being recycled. However, CVX2s are not yet used SEPA-wide, much less 
worldwide.  

5│2  Ways to address these issues  

To prevent data from being misappropriated during face-to-face payments  

Remove the magnetic stripe 

Around the world, cards, which were initially issued with magnetic stripes, are gradually being 
fitted with chips. In SEPA, the migration to EMV standards, which require a chip to be used, is in 
the process of being completed, as noted on p. 63 of this report. As the use of chip cards 
ensures a high level of security, given the risks described in §1, the permanent removal of 
magnetic stripes should in the future be given serious thoughts.  

Several bodies, including Europol, the Eurosystem and the EPC, have recently voiced support 
for taking magnetic stripes off payment cards. However, although all these positions have the 
same goal in mind, they differ materially in their content: 

– in its Seventh SEPA Progress Report published in October 2010, the Eurosystem 
recommended that chip cards should, by default, be issued without magnetic stripes 
beginning in 2012. While market participants may decide to keep stripes on their cards for 
practical reasons, stripes must not contain any data that can be used for payment 
transactions; 

  

                                                 
74  See 2008 Annual Report, p.27 
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– Europol underlined in its 2011 Annual Report75 that fraud had shifted towards countries that 
had not deployed EMV standards. While it did not make any recommendations, Europol 
drew an explicit link between the lack of harmonisation in international implementation of 
the standards and the continued use by issuers of magnetic stripes on cards; 

– the EPC76 adopted a resolution77 in 2011 aimed at ensuring that all issuers and acquirers 
should have the option, if they choose, of refusing transactions conducted in stripe mode. 

Implementation of these recommendations has however come up against obstacles, at the level 
of card holders, merchants and issuers: 

– for holders, there is the question of being able to conduct card transactions in countries that 
have not migrated to chips. One solution would be to provide cardholders with two different 
cards, one with a stripe, the other with a chip only, to address various uses; 

– for a number of merchants, being forced to use chips for all transactions could have major 
operational consequences. To speed up processing, motorway operators, for example, 
exclusively use magnetic stripes for toll payments; 

– issuers face a broader range of difficulties. First, the distribution of chip only cards requires 
changes to the manufacturing and personalisation processes, which may take a long time to 
implement. Second, the issuance of chip-only cards excludes existing fallback solutions in 
the event that the chip malfunctions, say by using the magnetic stripe78. Third, marketing 
different cards according to customer use could impact bank pricing depending on whether 
the costs relating to the new cards are passed on to customers. 

Alternative solutions 

To address these issues, some countries have proposed alternatives to the removal of the 
stripe. The aim is not to prevent all skimming attacks, but to limit the options for recycling 
compromised data in different environments. 

One solution is to deactivate the card in certain geographical regions. This would be a way to 
prevent the card from being used in magnetic stripe mode in countries that have not deployed 
EMV. Acceptance of the card could thus be geographically restricted either at the holder's 
initiative or directly by the issuer, thereby limiting the scope for fraud.  

One advantage of this solution is that two different cards would not have to be issued for 
different uses. However the holder would have to contact his or her bank, potentially frequently 
if he or she travels regularly in a country that has not migrated to EMV, such as the United 
States. In addition, this solution would require issuers to actively communicate to cover the 
widest possible cross section of their customers. 
  

                                                 
75  "EU Organised Crime Threat Assessment 2011". 
76  European Payment Council, a body representing banks in Europe. 
77  "Preventing Card Fraud in a Mature EMV Environment", January 2011. 
78  This procedure, known as “fallback”, is nevertheless not recommended by the EPC. 
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Protecting CNP payments 

Enhanced holder authentication  

Entering the CVX2, which became mandatory in 2003 for merchant websites hosted in France, 
still remains optional in many cases on websites in other countries. The basic trend among 
international card payment schemes and banks, however, is to introduce this procedure on a 
general basis. But while the CVX2 makes it possible to prevent skimmed card data from being 
recycled for criminal purposes79, it does not prove that the holder is who she or he claims to be 
(for example when the card has been stolen80). 

The main security issue for CNP payments is therefore to enhance online holder authentication, 
as recommended by the Observatory in its 2008 Annual Report81, by promoting one-time 
authentication solutions wherever possible and appropriate. This is largely being achieved today 
through use of the 3D-Secure protocol82, which allows the cardholder's bank to authenticate its 
customer through a range of processes (usually by sending a one-time code by text message).  

In France, the "CB" Bank Card Consortium adopted 3D-Secure in October 2008 and banks 
finished the process of providing cardholders with one-time authentication solutions in 2010 
(cf. ch. 3). Even so, to make the solution totally operational and effective, stakeholders (banks, 
card payment schemes and merchants) must now focus their efforts on two areas of 
improvement: 

– 3D-Secure (or an equivalent protocol) must be introduced on all merchant websites, to 
prevent fraud from shifting to less well protected sites; 

– this deployment has to be coordinated internationally, to prevent fraud from shifting to less 
well protected countries. 

Cardholder authentication in online purchases may also be provided by alternatives to 
3D-Secure, such as the solution offered by Buyster, a payment institution authorised in France 
and created by the country's three largest mobile phone operators (Orange, SFR and 
Bouygues). The widespread roll-out of this type of solution may also help to combat fraud in 
CNP payments.  

Alternative solutions 

Rather than having to protect card data against theft because they can be reused, notably to 
carry out CNP payments, another solution is to replace these static data with dynamic 
one-time-use data. These data could be used online or in MO/TO transactions. This category 
encompasses virtual card-type payment solutions. 
  

                                                 
79  Since it is not on the magnetic stripe, it cannot be copied by skimming.  
80  The CVX2 can also be visually copied from the card itself or intercepted during a CNP transaction along with the other 

card data. 
81  See 2008 Annual Report, ch. 3.1. 
82  Protocol introduced in 2001 by Visa Inc. and adopted subsequently by MasterCard Worldwide, which redirects the 

cardholder to his or her bank when making an online purchase. 3D-Secure has been progressively deployed in France 
since October 2008, when rules came into effect shifting liability for fraud to the card issuer. 
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A card number is said to be dynamic if it is linked to just one payment transaction and cannot be 
reused. The technical difficulty involved in implementing a solution of this kind hinges on the fact 
that the issuing bank has to deliver one-time card numbers to holders while maintaining 
confidentiality. Accordingly, when a dynamic number is issued online, the holder must first be 
authenticated. These holder authentication arrangements need to be enhanced, otherwise this 
type of payment could be vulnerable to fraud. 

5│3  Developments in card payment schemes 

Overview of card payment schemes and European initiatives 

The European payment card market is dominated by the international card payment schemes 
(chiefly Visa and MasterCard) whose vast acceptance networks allow cardholders to make 
payments throughout Europe and around the world. 

Alongside these international schemes, there are numerous domestic four-party and three-party 
schemes of varying sizes, whose acceptance networks stop at their national borders. However, 
a domestic card payment scheme can establish relations with one or more international 
networks and place its logo on their cards to gain wider international acceptance of their cards, 
both in Europe and beyond83. The "CB" bank card payment scheme in France does this, for 
example. 

Against this backdrop, the Eurosystem and the European Commission are promoting initiatives 
that could lead to the creation of one or more European card payment schemes to accompany 
the introduction of the Single Euro Payments Area84. Three such initiatives are currently 
underway: 

– the Euro Alliance of Payment Schemes (EAPS) allows national schemes to enter into an 
alliance to become interoperable and so extend their network beyond their national borders. 
This project includes the founding members (Bancomat, Eufiserv, Euro 6000, Link, SIBS 
and Girocard). Interoperability is guaranteed through a set of bilateral agreements, aimed at 
generating economies of scale through a sharp increase in transaction volumes; 

– the Monnet project, which was set up at the initiative of French, German, Spanish, 
Portuguese, Italian and UK banks, seeks to create a brand-new four-party scheme 
governed by rules that would apply multilaterally to all members. Although primarily 
intended for credit institutions, this project is also open to domestic card payment schemes; 

– Payfair is a new merchant-led card payment scheme. Designed to meet the 
recommendations of the EPC, its main challenge now is to secure the participation of 
issuing and acquiring institutions.  

While the emergence of a European card payment scheme alongside the international schemes 
may help to implement security measures that address European issues more directly, the 
international schemes must nevertheless also implement these measures in order to ensure a 
level playing field and prevent fraud from shifting to the least well protected countries. 

                                                 
83  This practice is known as co-badging. 
84  See for example the Seventh SEPA Progress Report.  
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The need for European harmonisation  

Whatever lies ahead for the European payment card environment, all participants, existing 
domestic schemes, current initiatives and international schemes operating in SEPA must take 
steps to implement measures to meet the security challenges for card payments in Europe. 

To date, a number of European bodies, including the Eurosystem, Europol and the EPC, have 
set rules or issued recommendations aimed at preventing skimming and fraud in CNP 
payments, which are currently the two main security issues.  

The schemes operating in SEPA have already implemented some of these rules. The main 
international schemes have for example partly integrated security measures for cards and CNP 
transactions, although they have not yet begun removing magnetic stripes from cards, and nor 
have they engaged in a full deployment of one-time authentication solutions, which represent 
the only way to fight online fraud effectively. 

There is also the outstanding question of how to ensure the coordinated implementation of 
recommendations in this area, whether at the level of the international schemes, current 
European initiatives or even domestic schemes that wish to meet SEPA standards85. 

Some participants have called for the creation of an independent agency under ECB 
supervision to be entrusted with making sure that all schemes operating in Europe meet 
SEPA-compliant technical standards. They have also called for more transparency in European 
fraud statistics. 

The recently created European Forum on the Security of Retail Payments (SecuRe Pay), which 
is supervised by the ECB and consists of national supervisors and overseers as well as market 
participants, where appropriate, could address these concerns. 

5│4  Conclusion 

Domestic card payment schemes today are facing many choices that will have a decisive 
bearing on their future (whether to comply with SEPA, in what form, etc.). Security questions are 
central concerns and are of critical importance in many cases: compliance with SEPA rules 
could have a long-lasting impact on the way that these schemes are governed and structured as 
well as on the way that they conduct their business. 

Among these security questions, preventing skimming and protecting CNP payments are 
particularly vital, given their impact in terms of fraud. While some measures have already been 
introduced, such as the issuance of EMV-compliant cards or the deployment of the 3D-Secure 
protocol, these solutions, as they stand, only partly address the challenges. Since the migration 
to EMV is virtually complete in Europe, discussions are being held on taking magnetic stripes off 
cards and on blocking cards in countries that have not migrated to EMV. The 3D-Secure 
protocol, or any equivalent solution for authenticating the lawful cardholder, should be 
accompanied by authentication solutions based on one-time codes known only to the holder. 
These solutions need to be introduced by all European participants on a yet-to-be-determined 
basis.  

                                                 
85  Note that the drive to achieve compliance with the EPC's SEPA Cards Framework is not solely focussed on security 

issues. Compliance-related efforts also address a range of questions relating to the governance of card payment schemes 
and their approach to managing transactions, such as separating governance from operational processing of transactions, 
contributing statistics to a European fraud database and using standardised communication protocols. 
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With three initiatives aimed at creating a new European card payment scheme currently 
underway in a bid to provide an alternative to the international schemes on the European 
payment cards market, it is necessary to be sure that all participants are taking these security 
issues properly into account and that adequate measures are adopted in a coordinated manner 
to ensure a level playing field.  

The recently created European Forum on the Security of Retail Payments (SecuRe Pay), which 
is supervised by the ECB and consists of national supervisors and overseers as well as market 
participants, where appropriate, could make a useful contribution to the goal of harmonising 
security in Europe and ensure greater transparency in the statistics on card payment fraud in 
Europe.  
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ANNEXE A │ PROTECTION FOR CARDHOLDERS 
IN THE EVENT OF UNAUTHORISED 
PAYMENTS  

The Order that transposed the Directive on Payment Services in the Internal Market, which 
came into force on 1 November 2009, amended the rules concerning the liability of holders of 
payment cards.  

The burden of proof lies with the payment service provider. Accordingly, if a client denies having 
authorised a transaction, the payment service provider has to prove that the transaction was 
authenticated, accurately recorded, entered in the accounts and not affected by a technical 
breakdown or some other deficiency. The law strictly governs the arrangements concerning 
forms of proof, stating that the use of a payment instrument recorded by the payment service 
provider shall in itself not necessarily be sufficient to prove either that the payment transaction 
was authorised by the payer or that the payer failed with gross negligence to fulfil one or more 
of his obligations in this regard. 

However, to determine the extent of the cardholder's liability, it is necessary to identify whether 
the disputed payment transaction was carried out within the territory of the French Republic or 
within the European Economic Area (EEA). 

Domestic and intra-Community transactions  

These include payment transactions made in euros or CFP francs within the territory of the 
French Republic1. They also include transactions carried out with a payment card whose issuer 
is located in metropolitan France, in the overseas departments, Saint Martin or Saint 
Barthelemy, on behalf of a beneficiary whose payment service provider is located in another 
State party to the EEA agreement (EU + Lichtenstein, Norway and Iceland), in euros or in the 
domestic currency of one of those States.  

As regards to unauthorised transactions, i.e. in practice cases of loss, theft or misappropriation 
(including by remote fraudulent use or counterfeiting) of the payment instrument, the cardholder 
must inform his service provider that he did not authorise the payment transaction within 
13 months of the debit date. The provider is then required to immediately refund the payer the 
amount of the unauthorised payment transaction and, where applicable, restore the debited 
payment account to the state in which it would have been had the unauthorised payment 
transaction not taken place. Further financial compensation may also be paid. Although the 
maximum time for disputing transactions has been extended to 13 months, the holder should 
notify his payment service provider without undue delay on becoming aware of loss, theft or 
misappropriation of the payment instrument or of its unauthorised use.  

A derogation from these refund rules is allowed for payment transactions carried out using 
personalised security features, such as the entry of a secret code. 

                                                 
1  The order to extend the provisions of the transposition order to New Caledonia, French Polynesia and the Wallis and 

Futuna Islands came into force on 8 July 2010. 
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Before submitting notification to block the card 

Before reporting the card lost or stolen2, the payer could be liable for losses relating to any 
unauthorised payment transactions, up to a maximum of EUR 150, resulting from the use of a 
lost or stolen payment card, if the transaction is carried out using the card's personalised 
security features. By contrast, the cardholder will not be liable if the personalised security 
features are not used to conduct the transaction. 

The cardholder is not liable if the unauthorised payment transaction was carried out through the 
misappropriation of the payment instrument or data related to it without the holder's knowledge. 
Similarly, the holder is not liable in the event that the card is counterfeited, if the card was in the 
possession of the holder when the unauthorised transaction was carried out. 

However, the cardholder shall bear all the losses relating to any unauthorised payment 
transactions arising from fraudulent actions on his part, or from a failure to fulfil the terms of 
safety, use or blockage agreed with the payment service provider, whether with intent or 
through gross negligence. 

If the payment service provider does not provide appropriate means to report lost, stolen or 
misappropriated cards, the client shall not be liable for any of the financial consequences, 
except where he has acted fraudulently.  

After submitting notification to block the card  

The payer shall not bear any financial consequences resulting from the use of a card or 
misappropriation of card data after reporting the loss, theft or misappropriation. 

Once again, if the holder acts fraudulently, he forfeits all protection and becomes liable for 
losses associated with use of the card. 

Notification to block the card may be made to the payment service provider or to the entity 
indicated by the provider to the client, as applicable, in the payment service agreement or the 
deposit account agreement. 

Once the cardholder has notified the payment service provider that his card has been lost, 
stolen, misappropriated or counterfeited, the payment service provider shall supply the holder, 
on request and for 18 months after notification, with the means to prove that he made such 
notification. 

Transactions outside Europe  

The Payment Services Directive applies only to intra-Community payment transactions. 
However, French legislation in place prior to adoption of the directive protected cardholders 
irrespective of the location of the beneficiary of the unauthorised transaction. It was decided to 
provide clients with the same protection as they enjoyed before. For this, the rules for domestic 
and intra-Community transactions apply with some adjustments. 
  

                                                 
2  The law now uses the term "notification to block the payment instrument". 
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The payment transactions concerned by these adjustments include transactions made with a 
payment card whose issuer is located in metropolitan France, in the overseas departments, 
Saint Martin or Saint Barthelemy, on behalf of a beneficiary whose payment service provider is 
located in a non-European State3, no matter what currency the transaction was in. Also 
concerned are transactions carried out with a card whose issuer is located in Saint Pierre and 
Miquelon, Mayotte, New Caledonia, French Polynesia or Wallis and Futuna, on behalf of a 
beneficiary whose service provider is located in a State other than the French Republic, no 
matter what currency was used. 

In such cases, the maximum amount of EUR 150 applies to unauthorised transactions 
performed using lost or stolen cards, even if the transaction was carried out without the card's 
personalised security features. 

The maximum time limit for disputing transactions has been changed to 70 days and may be 
extended by agreement to 120 days. However, the arrangements concerning immediate refunds 
for unauthorised transactions have been extended. 

                                                 
3  that is not part of the EEA agreement (EU + Lichtenstein, Norway and Iceland). 
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ANNEXE B │ MISSIONS AND ORGANISATIONAL 
STRUCTURE OF THE 
OBSERVATORY 

Articles R. 141-1, R. 141-2 and R. 142-22 to R. 142-27 of the Monetary and Financial Code lay 
down the missions, composition and operating procedures of the Observatory for Payment Card 
Security. 

Scope  

In its wording prior to 1 November 20091, Article L. 132-1 of the Monetary and Financial Code 
defined a payment card as any card issued by a credit institution that enables its holder to 
withdraw or transfer funds. Because Order 2009-866 of 15 July 2009 on the conditions 
governing the supply of payment services and creating payment institutions maintained the 
scope of the Observatory's responsibilities, it was decided to keep the old definition and extend 
it to payment services providers, which are, under section I of Article L. 521-1 of the Monetary 
and Financial Code, credit institutions and payment institutions.  

Consequently, the Observatory's remit covers cards issued by payment service providers or 
other assimilated entities2 that serve to withdraw or transfer funds. It does not cover the 
single-purpose cards that may be issued by an undertaking without approval from the Autorité 
de Contrôle Prudentiel. The cards under the Observatory's responsibility include cards issued 
by a single undertaking and accepted as a means of payment for goods or services by the 
undertaking itself or by merchants that have signed a commercial franchise agreement with it3, 
as well as multi-provider cards, which are accepted, for the acquisition of good or services, only 
at the premises of the card issuer or within a limited network of persons or for a limited range of 
goods and services under a commercial agreement with the issuer4.  

Several types of payment cards on the French market come within the Observatory's remit. A 
distinction is generally made between cards whose payment and withdrawal procedures rely on: 

– a limited number of issuing and acquiring payment service providers (generally referred to 
as "three-party" cards), 

– a large number of issuing and acquiring payment service providers (generally referred to as 
"four-party" cards). 

  

                                                 
1 The article was deleted by the transposition order for the Payment Services Directive because it was not compatible with 

the directive, which sets the rules applicable to payment transactions as a function of the payment process to ensure 
technological neutrality with respect to different payment instruments. 

2  Under the terms of section II of Article L. 521-1 of the Monetary and Financial Code, assimilated entities include the 
Banque de France, the Institut d’Emission des Départements d’Outre-Mer (French Overseas Departments Note-Issuing 
Bank), the Treasury and the Caisse des Dépôts et Consignations. 

3  These cards are exempt from the need for an approval, under point 5° of section I of Article L. 511-7 and section II of 
Article L. 521-3 of the Monetary and Financial Code. 

4 These cards are exempt from the need for an approval, under section II of Article L. 511-7 and section I of Article L. 521-3 
of the Monetary and Financial Code. 
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These cards offer various functions and may be classified according to the following functional 
typology: 

– Debit cards are cards that draw on a payment account5 and enable their holders to make 
withdrawals or payments that are debited in accordance with a timeframe set out in the card 
issuance contract. The debit may be immediate (for withdrawals or payments) or deferred 
(for payments). 

– Credit cards are backed by a credit line that carries an interest rate and with a maximum 
limit negotiated with the customer. These serve to make payments and/or cash withdrawals. 
They enable holders to pay the issuer at the end of a determined period (over 40 days in 
France). The merchant is paid directly by the issuer without delay. 

– National cards serve to make payments or withdrawals exclusively with merchants 
established in France. 

– International cards serve to make payments and withdrawals at all national or international 
acquiring points belonging to the brand or to partner issuers with which the card scheme 
has signed agreements. 

– Electronic purses are cards that store electronic money units. Under the terms of Article 1 of 
CRBF Regulation 2002-13, "a unit of electronic money constitutes a claim recorded on an 
electronic medium and accepted as a payment instrument, within the meaning of Article 
L. 311-3 of the Monetary and Financial Code, by third parties other than the issuer. 
Electronic money is issued against the receipt of funds. It shall not be issued for an amount 
that is higher in value than that of the funds received". 

The above typology includes contactless payments. 

Responsibilities 

Pursuant to Articles L. 141-4 and R. 141-1 of the Monetary and Financial Code, the Observatory 
has a threefold responsibility: 

– It monitors the implementation of measures adopted by issuers and merchants to 
strengthen payment card security. It keeps abreast of the principles adopted with regard to 
security as well as the main developments in this area. 

– It compiles statistics on fraud on the basis of the relevant information disclosed by payment 
card issuers to the Observatory's secretariat. The Observatory issues recommendations 
aimed at harmonising procedures for establishing fraud statistics for the various types of 
payment cards. 

– It maintains a technology watch in the payment card field, with the aim of proposing ways of 
combating technological attacks on the security of payment cards. To this end, it collects all 
the available information that is liable to reinforce payment card security and puts it at the 
disposal of its members. It organises the exchange of information between its members 
while respecting confidentiality where necessary. 

In accordance with Article R. 141-2 of the Monetary and Financial Code, the Minister of the 
Economy may request the Observatory's opinion on various issues, setting a time limit for its 
response. These opinions may be published by the Minister.  

                                                 
5 Under the terms of section I of Article L. 314-1 of the Monetary and Financial Code, payment accounts are accounts held 

in the name of one or more persons and used for the purpose of executing payment transactions. They are sight deposit 
accounts held on the books of banks and accounts opened on the books of other payment service providers. 
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Composition 

The composition of the Observatory is set out in Article R. 142-22 of the Monetary and Financial 
Code. Accordingly, the Observatory is made up of: 

– A Deputy and a Senator, 

– Eight general government representatives, 

– The Governor of the Banque de France or his/her representative,  

– The Secretary General of the Autorité de Contrôle Prudentiel and his/her representative, 

– Ten representatives of payment card issuers, particularly bank cards, three-party cards and 
electronic purses, 

– Five representatives of the Consumer Board of the National Consumers' Council, 

– Five representatives of merchants, notably from the retail sector, the supermarket sector, 
mail-order sales and e-commerce, 

– Three qualified prominent persons chosen for their expertise. 

The names of the members of the Observatory are listed in Annex C to this report. 

The members of the Observatory, other than those representing the State, the Governor of the 
Banque de France and the Secretary General of the Autorité de Contrôle Prudentiel, are 
appointed for a three-year term. Their term can be renewed. 

The President is appointed among the Observatory members by the Minister of the Economy 
and Finance. He has a three-year term of office, which may be renewed. Christian Noyer, the 
Governor of the Banque de France, has been the President of the Observatory since 
17 November 2003.  

Operating procedures  

In accordance with Article R. 142-3 et seq. of the Monetary and Financial Code, the 
Observatory meets at least twice a year at the invitation of its President. The meetings are held 
in camera. Measures proposed within the Observatory are adopted by absolute majority. Each 
member has one vote; the President has the casting vote in the event of a tie. In 2003, the 
Observatory adopted rules of procedure that delineate its working conditions. 

The secretariat of the Observatory, which is ensured by the Banque de France, is responsible 
for organising and monitoring meetings, centralising the information required for the 
establishment of payment card fraud statistics, collecting and making available the information 
required to monitor the security measures adopted and maintain the technology watch in the 
field of payment cards. The secretariat also drafts the Observatory's annual report that is 
submitted to the Minister of the Economy, Finance and Industry and transmitted to Parliament. 

The Observatory may constitute working or study groups, notably when the Minister of the 
Economy requests its opinion. The Observatory defines the mandate and composition of these 
working groups by absolute majority. The working groups report on their work at each meeting 
of the Observatory. The groups may hear all persons that are liable to provide them with 
information that is useful to their mandates. The Observatory has set up standing working 
groups: the first is responsible for harmonising and establishing fraud statistics and the second 
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for ensuring a payment card technology watch. In 2010, the Observatory decided to set up a 
third working group to look at the question of 3D-Secure deployment. 

Given the sensitivity of the data exchanged, the members of the Observatory and its secretariat, 
which are bound by professional secrecy under Article R. 142-25 of the Monetary and Financial 
Code, must maintain the confidentiality of the information that is transmitted to them in the 
course of their work. To this end, the Observatory's rules of procedure stipulate the members' 
obligation to undertake to ensure the complete confidentiality of working documents. 
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ANNEXE C │ MEMBERS OF THE 
OBSERVATORY  

Pursuant to Article R. 142-22 of the Monetary and Financial Code, the members of the 
Observatory, other than those representing the State, the Governor of the Banque de France 
and the Secretary General of the Autorité de Contrôle Prudentiel, are appointed for a three-year 
term by order of the Minister of the Economy, Finance and Industry. The last appointment order 
was issued on 29 June 2009. 
 

President 
Christian NOYER 

Governor of the Banque de France 
 

Members of Parliament 
Jean-Pierre BRARD 
Deputy 
Nicole BRICQ 
Senator 

Representatives of the Secretary 
General of the Autorité de Contrôle 
Prudentiel 
Philippe RICHARD 
General Secretariat 

Representatives of general 
government 

Nominated on proposition by the General 
Secretary for National Defence: 
− The Central Director for the Security of 

Information Systems or his/her representative: 
Patrick PAILLOUX 
Philippe HUBERT 

Nominated on proposition by the Minister of 
the Economy, Finance and Industry: 
− The Senior Official for Defence:  

Claude MAUDELONDE 

− The Head of the Treasury or his/her 
representative:   
Alexis ZAJDENWEBER 

 

Nominated on proposition by the Minister of 
Consumer Affairs: 
− The Director of the General Directorate for 

Competition, Consumer Affairs and the 
Punishment of Fraud Offences  
or his/her representative:  
Virginie GALLERAND 

Nominated on proposition by the Minister of 
Justice: 
− The Director for Criminal Affairs and Pardons 

or his/her representative: 
Alexandra VAILLANT 
Nathalie KHOKHOLKOFF 

Nominated on proposition by the Minister of 
the Interior: 
− The Head of the Central Office for the Fight 

against Crimes Linked to Information and 
Communication Technologies  
or his/her representative:  
Valérie MALDONADO 
Jean-Philippe RITZ 

Nominated on proposition by the Minister of 
Defence: 
− The Director General of the Gendarmerie 

Nationale or his/her representative:  
Éric FREYSSINET 

Nominated on proposition by the Deputy 
Minister of Industry: 

− The Director General for Businesses or 
his/her representative:  
Mireille CAMPANA 
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Representatives of payment card 
issuers 
Yves BLAVET 
Head of Payment Instruments – Société 
Générale 
Jean-Marc BORNET 
Director – Groupement des Cartes Bancaires 
Jean-François DUMAS 
Vice President – American Express France 
Bernard DUTREUIL 
Director – Fédération bancaire française 
Bernard GOURAUD 
Technologies Director –  
Banque Populaire – Caisse d’Epargne 
François LANGLOIS 
Director, Institutional Relations – BNP Paribas 
Personal Finance 
Frédéric MAZURIER 
Administrative and Financial Director – Carrefour 
Banque 
Gérard NEBOUY  
CEO – Visa Europe France 
Emmanuel PETIT 
Chairman and CEO – MasterCard France 
Narinda VIGUIER 
Director, Interbank Strategy and Coordination – 
Crédit Agricole SA 

Representatives of the Consumer 
Board of the National Consumers' 
Council 
Régis CREPY 
National Confederation – Associations familiales 
catholiques (CNAFC) 
Valérie GERVAIS 
General Secretary – Association FO 
Consommateurs (AFOC) 

Christian HUARD 
General Secretary – Association de défense 
d’éducation et d’information du consommateur 
(ADEIC) 
Jean-Pierre JANIS 
Representative – Association Léo Lagrange pour 
la défense des consommateurs (ALLDC) 

Representatives of merchants' 
professional organisations 
Philippe JOGUET 
Department Head, Regulation and Sustainable 
Development – Fédération des entreprises du 
commerce et de la distribution (FCD) 
Marc LOLIVIER 
General Delegate – Fédération du e-commerce 
et de la vente à distance (Fevad) 
Jean-Jacques MELI 
Representative – Chambre de commerce et 
d’industrie du Val d’Oise 
Jean-Marc MOSCONI 
General Delegate – Mercatel 
Philippe SOLIGNAC 
Vice President – Chambre de commerce et 
d’industrie de Paris/ACFCI 

Persons chosen for their expertise 
Philippe CAMBRIEL 
Executive Vice President – Gemalto 
David NACCACHE 
Professor – Ecole normale supérieure 
Sophie NERBONNE 
Deputy Head of Legal and International Affairs 
and Assessments – Commission nationale de 
l’informatique et des libertés (CNIL) 
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ANNEXE D │ STATISTICS 
The following statistics were compiled from the data that the Observatory for Payment Card 
Security received from: 

– The 130 members of the "CB" Bank Card Consortium, with international data provided by 
MasterCard and Visa Europe France; 

– Nine three-party card issuers: American Express, Banque Accord, BNP Paribas Personal 
Finance, Carrefour Banque, Crédit Agricole Consumer Finance (Finaref and Sofinco), 
Cofidis, Cofinoga, Diners Club and Franfinance; 

– Issuers of the electronic purse Moneo. 

Total number of cards in circulation in 2010: 88.6 million 

– 64.1 million four-party cards ("CB", MasterCard and Moneo); 

– 24.4 million three-party cards. 

Number of cards reported lost or stolen in 2010: around 640,000 

Domestic transactions involve a French issuer and a French accepting merchant. Until 2009, 
there were two types of international transactions: between a French issuer and a foreign 
merchant, and between a foreign issuer and a French merchant. In 2010, the Observatory 
began distinguishing international transactions within SEPA from those conducted elsewhere in 
the world. As a result, there are now four types of international transactions: French issuer / 
non-SEPA foreign merchant, non-SEPA foreign issuer / French merchant, French issuer / SEPA 
foreign merchant, and SEPA foreign issuer / French merchant. 
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The payment card market in France – Issuance 

 French issuer, 
French acquirer 

French issuer, SEPA 
foreign acquirer 

French issuer, non-
SEPA foreign 

acquirer 

Four-party cards Volume 
(million) 

Value 
(EUR bn)

Volume 
(million)

Value 
(EUR bn)

Volume 
(million) 

Value 
(EUR bn) 

 Face-to-face and UPT 
payments 6,453.78 284.62 112.41 7.24 29.40 3.08 

 
Card-not-present 
payments excl. online 
payments 130.71 11.47 8.48 0.70 2.80 0.30 

 Card-not-present online 
payments 324.03 26.22 76.88 3.48 9.04 0.65 

 Withdrawals 1,476.75 110.23 26.05 2.86 17.92 2.54 

Total 8,385.27 432.55 223.82 14.27 59.17 6.57 

Three-party cards Volume 
(million) 

Value 
(EUR bn)

Volume 
(million)

Value 
(EUR bn)

Volume 
(million) 

Value 
(EUR bn) 

 Face-to-face and UPT 
payments 179.78 15.68 5.27 0.95 5.77 0.86 

 
Card-not-present 
payments excl. online 
payments 5.66 0.35 0.06 0.01 0.16 0.02 

 Card-not-present online 
payments 4.53 0.59 0.50 0.05 1.55 0.10 

 Withdrawals 5.42 0.47 na na na na 

Total  195.39 17.09 5.82 1.01 7.47 0.97 

Grand total 8,580.66 449.64 229.64 15.28 66.65 7.54 

Source: Observatory for Payment Card Security 

 



 

Observatory for Payment Card Security      2010 Annual Report 89 

The payment card market in France - Acquisition 

 French issuer, 
French acquirer 

SEPA foreign issuer, 
French acquirer 

Non-SEPA foreign 
issuer, French 

acquirer 

Four-party cards Volume 
(million)

Value 
(EUR bn)

Volume 
(million)

Value 
(EUR bn) 

Volume 
(million) 

Value 
(EUR bn)

 Face-to-face and UPT 
payments 6,453.78 284.62 134.52 9.64 30.15 3.95

 
Card-not-present 
payments excl. online 
payments 130.71 11.47 6.23 1.39 1.88 0.69

 Card-not-present online 
payments 324.03 26.22 13.16 1.72 2.54 0.37

 Withdrawals 1,476.75 110.23 23.24 3.81 6.43 1.33

Total 8,385.27 432.55 177.14 16.57 41.00 6.34

Three-party cards Volume 
(million)

Value 
(EUR bn)

Volume 
(million)

Value 
(EUR bn) 

Volume 
(million) 

Value 
(EUR bn)

 Face-to-face and UPT 
payments 179.78 15.68 5.31 1.33 4.20 1.37

 
Card-not-present 
payments excl. online 
payments 5.66 0.35 0.05 0.01 0.05 0.02

 Card-not-present online 
payments 4.53 0.59 0.24 0.04 0.26 0.04

 Withdrawals 5.42 0.47 na na na na

Total  195,39 17.09 5.60 1.38 4.51 1.42

Grand total 8,580.66 449.64 182.74 17.94 45.51 7.76

Source: Observatory for Payment Card Security 
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Breakdown of four-party card fraud by type of transaction, 
type of fraud and geographical zone - Issuance 

 French issuer, French 
acquirer 

French issuer, SEPA 
foreign acquirer 

French issuer, non-
SEPA foreign acquirer 

 Volume (k) Value (k€) Volume (k) Value (k€) Volume (k) Value (k€) 

Face-to-face and UPT 
payments 653.6 31,921.2 64.7 8,039.9 96.8 24,412.0 

Lost or stolen cards 608.6 29,334.9 42.2 3,793.2 18.8 4,085.4 

Intercepted cards 6.9 349.6 0.9 112.1 0.1 10.5 

Forged or counterfeit cards 38.0 2,230.8 14.7 3,040.5 70.8 18,693.6 

Appropriated numbers 0.0 5.9 5.5 981.4 5.3 1,415.4 

Other 0.0 0.0 1.4 112.6 1.7 207.0 

Card-not-present 
payments 
excl. online payments 

402.2 24,946.1 39.6 3,485.1 21.6 3,132.6 

Lost or stolen cards 1.4 98.6 13.0 1,604.4 8.1 1,116.6  

Intercepted cards 0.0 1.0 0.1 3.2 0.0  7.4  

Forged or counterfeit cards 0.0 0.2 9.7 1,239.8 5.3  861.1  

Appropriated numbers 400.8 24,846.3 16.2 580.9 7.7  1,114.5  

Other 0.0 0.1 0.7 56.8 0.6  33.0  

Card-not-present online 
payments 554.2 72,904.5 376.5 35,815.3 85.3  10,085.4  

Lost or stolen cards 4.6 290.5 120.2 10,686.1 27.3  3,073.0  

Intercepted cards 0.7 0.7 0.4 27.0 0.1  6.1  

Forged or counterfeit cards 1.4 1.8 103.3 10,399.5 22.5  2,747.6  

Appropriated numbers 547.6 72,611.4 148.5 14,152.1 34.3  4,112.1  

Other 0.0 0.1 4.1 550.6 1.2  146.6  

Withdrawals 101.9 25,944.3 7.5 1,486.0 92.0 15,109.9 

Lost or stolen cards 97.2 24,964.0 4.2 883.8 11.4 1,502.4 

Intercepted cards 0.4 106.1 0.0 4.7 0.0 8.7 

Forged or counterfeit cards 4.1 856.6 3.2 566.6 78.1 13,177.3 

Appropriated numbers 0.0 1.2 0.0 5.1 0.6 76.9 

Other 0.1 16.3 0.1 25.9 2.0 344.7 

Total 1,711.9 155,716.1 488.4 48,826.4 295.7 52,739.9 

Source: Observatory for Payment Card Security 
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Breakdown of four-party card fraud by type of transaction, 
type of fraud and geographical zone - Acquisition 

 French issuer, French 
acquirer 

SEPA foreign issuer, 
French acquirer 

Non-SEPA foreign 
issuer, 

French acquirer 

 Volume (k) Value (k€) Volume (k) Value (k€) Volume (k) Value (k€) 

Face-to-face and UPT 
payments 653.6 31,921.2 183.1 31,898.9 277.9 59,677.0

Lost or stolen cards 608.6 29,334.9 70.7 3,210.9 45.3 9,682.8

Intercepted cards 6.9 349.6 3.0 172.8 3.4 645.8

Forged or counterfeit cards 38.0 2,230.8 28.4 9,182.6 88.2 22,821.3

Appropriated numbers 0.0 5.9 75.5 18,693.6 137.4 26,401.4

Other 0.0 0.0 5.5 639.0 3.6 125.7

Card-not-present 
payments 
excl. online payments 

402.2 24,946.1 na na na na

Lost or stolen cards 1.4 98.6 na na na na

Intercepted cards 0.0 1.0 na na na na

Forged or counterfeit cards 0.0 0.2 na na na na

Appropriated numbers 400.8 24,846.3 na na na na

Other 0.0 0.1 na na na na

Card-not-present online 
payments 554.2 72,904.5 na na na na

Lost or stolen cards 4.6 290.5 na na na na

Intercepted cards 0.7 0.7 na na na na

Forged or counterfeit cards 1.4 1.8 na na na na

Appropriated numbers 547.6 72,611.4 na na na na

Other 0.0 0.1 na na na na

Withdrawals 101.9 25,944.3 4.4 1,232.5 2.5 1,367.2

Lost or stolen cards 97.2 24,964.0 2.2 473.5 0.6 222.6

Intercepted cards 0.4 106.1 0.0 6.4 0.0 3.0

Forged or counterfeit cards 4.1 856.6 2.0 730.4 1.8 1,125.7

Appropriated numbers 0.0 1.2 0.1 15.1 0.1 11.1

Other 0.1 16.3 0.0 7.1 0.0 4.8

Total 1,711.9 155,716.1 187.5 33,131.4 280.4 61,044.2

Source: Observatory for Payment Card Security 
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Breakdown of three-party card fraud by type of transaction, 
type of fraud and geographical zone - Issuance 

 French issuer, French 
acquirer 

French issuer, SEPA 
foreign acquirer 

French issuer, non-
SEPA foreign 

acquirer 

 Volume 
(k) Value (k€) Volume 

(k) Value (k€) Volume 
(k) Value (k€) 

Face-to-face and UPT 
payments 7.46 4,252.46 4.83 1,112.72 6.54 1,403.60 

Lost or stolen cards 2.75 324.19 0.42 91.65 0.77 183.95 

Intercepted cards 0.88 209.13 0.05 8.04 0.14 22.60 

Forged or counterfeit cards 0.86 204.85 1.58 427.60 4.73 846.97 

Appropriated numbers 0.65 261.38 2.59 541.94 0.89 346.26 

Other 2.32 3,252.92 0.21 43.49 0.01 3.82 

Card-not-present 
payments 
excl. online payments 

6.89 2,324.24 3.20 532.87 2.62 643.35 

Lost or stolen cards 2.09 690.18 0.92 23.91 0.21 69.82 

Intercepted cards 0.46 96.13 0.02 5.43 0.01 1.02 

Forged or counterfeit cards 2.13 584.69 0.88 115.58 1.17 207.73 

Appropriated numbers 1.40 575.59 1.33 357.80 1.24 364.15 

Other 0.81 377.66 0.05 30.15 0.01 0.63 

Card-not-present online 
payments 1.37 965.73 0.60 154.85 0.57 108.31 

Lost or stolen cards 0.10 18.12 0.01 1.55 0.05 2.11 

Intercepted cards 0.12 51.01 0.00 0.36 0.00 0.00 

Forged or counterfeit cards 0.03 1.93 0.01 1.65 0.02 0.52 

Appropriated numbers 0.87 732.90 0.58 151.06 0.50 105.16 

Other 0.25 161.76 0.00 0.22 0.00 0.52 

Withdrawals 2.71 570.57 na na na na 

Lost or stolen cards 1.95 312.70 na na na na 

Intercepted cards 0.52 166.33 na na na na 

Forged or counterfeit cards 0.00 0.00 na na na na 

Appropriated numbers 0.00 0.19 na na na na 

Other 0.24 91.35 na na na na 

Total 18.44 8,112.99 8.63 1,800.44 9.73 2,155.26 

Source: Observatory for Payment Card Security 
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Breakdown of three-party card fraud by type of transaction, 
type of fraud and geographical zone - Acquisition 

 French issuer, French 
acquirer 

SEPA foreign issuer, 
French acquirer 

Non-SEPA foreign 
issuer, 

French acquirer  

 Volume 
(k) Value (k€) Volume 

(k) Value (k€) Volume 
(k) Value (k€) 

Face-to-face and UPT 
payments 7.46 4,252.46 1.05 496.46 2.22 703.29

Lost or stolen cards 2.75 324.19 0.06 8.60 0.14 20.64

Intercepted cards 0.88 209.13 0.03 0.86 0.00 0.44

Forged or counterfeit cards 0.86 204.85 0.19 53.41 0.85 207.90

Appropriated numbers 0.65 261.38 0.64 276.15 1.18 418.81

Other 2.32 3,252.92 0.13 157.44 0.06 55.51

Card-not-present 
payments 
excl. online payments 

6.89 2,324.24 2.40 1,244.60 5.52 2,586.32

Lost or stolen cards 2.09 690.18 0.38 119.42 0.97 347.71

Intercepted cards 0.46 96.13 0.03 6.96 0.00 0.00

Forged or counterfeit cards 2.13 584.69 0.95 388.70 2.60 1,279.36

Appropriated numbers 1.40 575.59 1.01 711.59 1.86 902.11

Other 0.81 377.66 0.04 17.92 0.10 57.15

Card-not-present online 
payments 1.37 965.73 0.36 128.02 0.92 187.55

Lost or stolen cards 0.10 18.12 0.02 16.64 0.02 3.56

Intercepted cards 0.12 51.01 0.00 0.11 0.00 0.37

Forged or counterfeit cards 0.03 1.93 0.00 0.21 0.11 32.97

Appropriated numbers 0.87 732.90 0.34 110.81 0.77 145.33

Other 0.25 161.76 0.00 0.25 0.02 5.32

Withdrawals 2.71 570.57 na na na na

Lost or stolen cards 1.95 312.70 na na na na

Intercepted cards 0.52 166.33 na na na na

Forged or counterfeit cards 0.00 0.00 na na na na

Appropriated numbers 0.00 0.19 na na na na

Other 0.24 91.35 na na na na

Total 18.44 8,112.99 3.81 1,869.08 8.67 3,477.16

Source: Observatory for Payment Card Security 
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ANNEXE E │ DEFINITION AND TYPOLOGY OF 
PAYMENT CARD FRAUD 

Definition of fraud  

For the purposes of drawing up statistics, the Observatory considers that the following acts 
constitute fraud: 

All acts that contribute to the preparations for illegitimate use and/or illegitimate use of payment 
cards or data stored on them: 

1. that cause harm to the account holding bank, be it the bank of the cardholder or of the 
merchant (e.g. merchant or general government agency, on its own account or within a 
payment scheme1), the cardholder, merchant, issuer, insurer, trusted third parties or any 
parties involved in the chain of design, manufacture, transport, or distribution of physical or 
logical data that could incur civil, commercial or criminal liability; 

2. irrespective of: 

– the methods used to obtain, without lawful reason, cards or data stored on them (theft, 
taking possession of cards, physical or logical data, personalisation data and/or 
misappropriation of secret codes, and/or security codes, magnetic stripe and chip 
hacking); 

– the procedures for using cards or the data stored on them (payments or withdrawals, 
face-to-face or card-not-present, via physical use of the card or the card number, via 
UPTs, etc.); 

– the geographical area of issuance or use of the card and the data held on it: 

• French issuer and card used in France,  

• foreign issuer and card used in France, 

• French issuer and card used abroad; 

– the type of payment card2, including electronic purses; 

3. whether or not the fraudster is a third party, the account holding bank, the cardholder 
him/herself (for example, using the card after it has been declared lost or stolen, wrongful 
termination of transactions), the merchant, the issuer, an insurer, a trusted third party, etc. 

                                                 
1  In the case of the internet, the merchant may be different from the service provider, or a trusted third party (payments, 

donations made by internet users wishing to support a web site, cause, etc.). 
2  As defined by Article L. 132-1 of the Monetary and Financial Code as worded prior to 1 November 2009. 
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Fraud typology  

The Observatory has in addition defined a fraud typology that makes distinctions between. 

The origin of the fraud:  

– Lost or stolen cards: the fraudster uses a payment card obtained without the knowledge of 
the lawful cardholder, following card theft or loss; 

– Intercepted cards: cards intercepted when sent by issuers to lawful cardholders. While this 
type of origin is similar to theft or loss, it is nonetheless different because it is not easy for a 
cardholder to ascertain that a fraudster is in possession of a card that belongs to him/her; it 
also entails risks specific to procedures for sending cards; 

– Forged or counterfeit cards: an authentic payment card may be falsified by modifying 
magnetic stripe data, embossing or programming. Creating a counterfeit card means 
creating an object that appears to be an authentic payment card and/or is capable of 
deceiving a payment machine or a person. For payments made via UPTs, counterfeit cards 
incorporate the data required to deceive the system. In face-to-face transactions, counterfeit 
cards present certain security features found on authentic cards (including visual 
appearance), incorporate data stored on authentic cards, and are intended to deceive 
merchants; 

– Appropriated number: a cardholder's card number is taken without his knowledge or created 
through card number generation (see fraud techniques) and used in card-not-present 
transactions; 

– Unallocated card numbers: use of a true PAN3 that has not been attributed to a cardholder, 
generally in card-not-present transactions; 

– Splitting payments: splitting up payments so as not to exceed the authorisation limit defined 
by the issuer. 

Fraud techniques: 

– Skimming: technique that consists in copying the magnetic stripe of a payment card using 
an illegal card reader known as a skimmer embedded in merchants' payment terminals or 
automated machines. The PIN may also be captured visually, using a camera or by 
tampering with the keypad of a payment terminal. Captured data are then re-encoded onto 
the magnetic stripe of a counterfeit card; 

– Opening of a fraudulent account: opening of an account using false personal data; 

– Identity theft: fraudulent acts linked to payment cards and involving the use of another 
person's identity; 

– Wrongful repudiation: a cardholder, acting in bad faith, disputes a valid payment order that 
he/she initiated; 

– Hacking automated machines: techniques that consist in placing card duplication devices in 
UPTs or ATMs; 

– Hacking automated data systems, servers or networks: fraudulent intrusion into these 
systems; 

– Card number generation: using issuers' own rules to create payment card numbers that are 
then used in fraudulent transactions.  

                                                 
3  Personal Account Number. 
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Types of payment: 

– face-to-face payment, carried out at the point of sale or UPT; 

– card-not-present payment carried out online, by mail, by fax/telephone, or any other means; 

– withdrawal (withdrawal from an ATM or any other type of withdrawal). 

Distribution of losses between: 

– the merchant's bank, the acquirer of the transaction; 

– the cardholder's bank, the issuer of the card; 

– the merchant; 

– the cardholder; 

– insurers, if any; 

– any other participant. 

The geographical area of issue or use of the card or of the data encoded on the card: 

– The issuer and acquirer are both established in France. In this case, the transaction is 
qualified as national or domestic; 

– The issuer is established in France and the acquirer abroad; 

– The issuer is established abroad and the acquirer in France. 
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